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Overview of TRVST
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Adoption of traceability and GSa Standards

Global Status GS1 standards are widely
adopted globally in Healthcare.
Tracebility activity Standards activity Traceability Live

Over the past 10 years there
has been significant regulatory
activity driving the adoption of
serialisation and traceability.

Some multinational
pharmaceutical manufacturers
serialise up to 70% of all the
products they make.

This diagram is provi forii ional purp only. The di
is based on information obtained from various sources which we believe

T e / A Traceability Is becoming an entry
" level requirement to the supply of
e i o W paciock g ) : drugs in Healthcare

or We exp! y laim any and all liability or responsibility
for the qr of any i ies or omissi
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The Verification and Traceability Initiative was created to
address the impact of falsified and diverted products

Total Pharma crimes of the past 5 years

Falsified vaccines and medicines cost
LMICs $30.5 billion per year.

Falsified products accounted for 10.5% of
medicines sampled in the supply chain in
these countries.

Estimated 72K —169K deaths caused by

1 69 . OOO substandard and falsified antibiotics in

children under 5 suffering from pneumonia*

Estimated 31K — 116K deaths caused by

11 6 ; OOO substandard and falsified antimalarials in

sub-Saharan Africa*

Sources:

The WHO Member State Mechanism on Substandard and Falsified Medical Products Update 2022
* Public health and socioeconomic impact study 2017 https://apps.who.int/iris/handle/10665/331690
* University of Edinburgh
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The Verification and Traceability Initiative’s (VTI) goal is to support
countries in their verification and traceability journey

(
VTI Steering Team

Gavi@) unicefé

Rationale for the VTI

« Detect and reduce falsification

- Enhance supply chain visibility and
efficiencies

European |
Commission

- Deliver digital equity in LMICs
- Promote and use GS1 Standards

 Built TRVST - a foundation for
traceability

BILL &
MELINDA

UNICEF is the legal entity behind TRVST
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The TRVST system components

1) A standard interface to manufacturers ﬂﬂ

Manufacturer

2) The TRVST repository

3) Verification API to smart phones and local systems

4) The TRVST dashboard

5) TRVST API interface to national systems 0 .

Verification V.? I Verification
user user
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TRVST verification modalities

E - National app integration
r - System to System

[ ]
Global National AP Interface APl Interface to a

>
AP A 4 different modalities
é 6 - TRVST mobile app (x2)

Application Application issued toa
issued by TRVST by TRVST
TRVST application no TRVST application with Mational application Mational application or
market configuration, some nationalisation which has been scanner connected to a
French and English such as local language, updated to allow it to national system. The
logo ete. verify using the TRVST verification request is sent
from the national system
to TRVST.
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Data Visibility & Access
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Data Visibility & Access

* Data generated and submitted by Verification users and Country Authorities access is managed securely through a set of system roles.

* Users of the Traceability & Verification Portals and the verification applications are be required to accept terms and conditions that
users must comply with before use.

* The country authority will access the dashboard to track, monitor and respond to verification events and the corresponding suspect
activities.

* TRVST will provide data access to specific Batch and Serial Identification Data so that Country Authorities can work with manufacturers
to trace suspect activity.
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Data Sharing Matrix for Country Authority

The following Data Matrix shown here
details data access rights for Country
Authority role.

* Country authorities may see data
generated by users in their
verification sites, but not
information from other countries.

TRVST

Legersd

System Role / Organisation Type / User Type
TRVST Data Sharing Access & System Permissions

Verification Use Case (Data Access)

Product Mastes Data [PMD] 7

Master Data Location Master Dats [LMD]

Market Authorization Data MAD]
Batch Data
Balch & Senal 8
Serial Nurmber
Transachon Id

DaaTime

Coxchnales
Verdicaion Event Reguest
Geolocation Courtry 1]

Source Applicstion
PersonaDevice Info (FO0)
At I

Verificahion Evend Response
w’bﬂ Code

Agoregate Trend Dats

Visibility/Traceability Use Case {D:

Administrative (Data

Master Data Lecaton Master Data
Market Authonization Data

Bachidict id

Batch & Send &
Serial Nurnber

Access)

SSCC

Modsia, € PPD (with seial] | v

EPCIS Evert [Logishcs - mo
sadial)

-
v
s

Troceatslny Event Data

Organisstion Details

Duashboard & System Dt Oashboard User Details

Dashbosrd User Achivity Log

Acess)

Pecfoemancs Metrics
Metnos & Audt Logs Liptoad Metrcs

Syatern Aud! Logs

For discussion only — do not distribute

Permizson

¥ Access sllowed %o all dats or full funcsonadity 10] - Opticnal Fieid
v Aconss allowed 10 dats owned by of ranied 1o particpant JI] - indecred Fueld
v Access allowed 1o specfied data (e g Active in region For specied GTING)
B Access Alowsd on an dert basis (For omned data, or dats granted access bo)
o Orgarizaton is refecrencad in the EPCIS message [One-up, One-down)
L Access by explicR permisscns From the dals owner
No AccasaNot Appiicatle
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Verification via Mobile App




The TRVST Application

- Scans and verifies the data in the 2D Data Matrix
- Can work off line and then upload verification requests once back online

- The scan also captures the geo-location of the scan with a time and date.

- User persona data is also captured but does not identify the individual.

v

Press 'Scan' button to scan a barcode

- Currently available in English and French

« The single application will work for multiple countries using a different “skin”.

- Verification responses can be country specific- so the message might say
that this product is currently under recall in this country. Please contact this
number.

- We can make the app public or put behind passcode access. So that the
government can only issue that passcode to specific entities in the supply
chain.
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Data collected when verification takes place

« The TRVST collects the minimum amount of data
required to verify the item.

- The user of the verification app agrees terms and
conditions allowing the use of the scanned data.

- We do not collect any private personal data of the user.

- The application does not track the user’'s movements,
only the geo-location of the actual scan.

- The data is not made available publicly and is kept
secure.

TRVST

éb

GTIN Geo-location Location

Serial Number Time/ Date Role type
Batch/ Lot
Expiry Date

For packs which are not serialised we only scan the GTIN, Batch/ Lot and Expiry Date.
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TRVST Mobile Application
Responses
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Verification Responses

- When you scan a pack you will get several
possible messages. ¢

- TRVST has number of different scenarios covering
both serialized packs and batch only.

- With the most common scenario being that you
scan and the GTIN, Serial No, batch and expiry
match and you get a message as shown o

Product Code: 86864016200645

Batch ID (Lot): batchl

Any failed verification will be notified to the el el

manufacturer of the product to be investigated. . .

[ Verification API OpCodes and responses vg ]

\. J
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https://unicef.sharepoint.com/:x:/r/teams/SD-PTEG/_layouts/15/doc2.aspx?sourcedoc=%7B07D22C17-DABE-44EF-9B94-97F6E9AFB622%7D&file=Verification%20API%20OpCodes%20and%20responses%20v5.xlsx&action=default&mobileredirect=true&clickparams=eyJBcHBOYW1lIjoiVGVhbXMtRGVza3RvcCIsIkFwcFZlcnNpb24iOiIyNy8yMjEwMjgwNzIwMCIsIkhhc0ZlZGVyYXRlZFVzZXIiOmZhbHNlfQ%3D%3D&cid=e4945beb-2b32-480c-88f5-8156ad941742

Verification responses KEY
.ﬂ I Data invalid (format issue)

O 6TIN O
O sN O
O Lot O
- O exp O _

Data does not match

_ Data provided / matches
What is scanned on

the actual pack

Comparison to the
TRVST system

No data provided or available

Data available

ONORONOHONONOR®.

Expired
Examples Recalled
: @ @ Recall expected
oXulke) OGN O OerNn O O 6TN O Q6nN O
O s8n O O sNn O O sNn O O s8N O O sN O
O Lt O 8Lot8 8Lm8 8Lot(8 O Lt O
E
Scenario Oee O e o P O exp O
GTIN is invalid Verification Verification Verification Verification
(not the successful successful but successful but not successful
correct format) product batch/lot batch/lot does
expired under recall not match
OpCode 61020008 11110100 11111000 11111100 41020003
Alert No No No No Yes
Sent

TRVST
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Verification responses

- TRVST can either verify against serialised products or those with only batch data.

- TRVST operates 64 Scenarios against 38 Opcodes, of these 15 will generate an alert.

Verification

Serialised

Missing
batch

Format Successful Recall

Successful

61920000 41920000

41020007 619 20002
41020004 61920003
41020006 61920004
61020011
41020001
61020006
41020003
61020007
41020005

11910100 41920003 11911100 11911000 61920005

A EREEeE 41920001
iR 61920006
41920002
51920000

61020001 41020000

11111100 11111000
11111101

11111102

11110100

61020002
61020003
61020005
61020008

0000
g£523
0000
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Verification Response Scenarios

Demonstrate these following scenarios via Mobile App: Successful verification, a serial number not known and batch recall

Serialised Pack Codes

Description (in Reports, on

Serial Number Expiry Date OpCode Title/Error Message mouse over and Notification) Response In App
Batch id not provided
oR OemNn O Q6TN O
Batch provided and found in the O s O O sN O
system and it contains serial O Lot O QO Lot O
numbers - . . .
Yes No OR Not relevant O exe O O exp O 41020001 |SSP no SN match :f;;l‘r’dmifc”;‘"sm = :ﬂi’;e;'lj'l::;hrlmr this packdoes not |- o
Batch provided and NOT found
in the system and system
product the system product
contain O GTIN O
other serial numbers O SN O
QO Lt ©
O exp O
O eniNn O O eTiN O
O sn O Q sNn O
L L
8 ot @ 8 ot ® Your scanned pack matches our
- - ves or Mot provided, but PR Exp O Exp O 11111101 |S5P batch due to be recaled | ScaNNed serialised pack - the batch is |records, however we recommend you o
=system batch due to be recalled P due to be recalled in the country check the batch/lot status with the
@ regulatery autheority in your country
O eniNn O QO 6TIN O
O sNn O O sNn O
O Lot ® O Lot ®
O Exp O O exp O
O emN O Qemn O
QO sN O QO sn O
O Lot O © Lot O
(@] Exp O O Exp O
es Yes Yes or Not provided Yes or Mot provided 11110100 |SSP successful verification Scanned serialised pack - verified Your scanned pack matches our records Mo
QO G6TIN O Oenn O
QO sN O O sNn O
O Lot O G Let O
© Exp O © exp O
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Installation
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Download the TRVST Application

Scan a code below to download the TRVST Application
from the Play Store (Android): from the App Store (iOS):

Alternatively Go to Appstore or Play Store and search for TRVST

Install TRVST Install TRVST
(Android) (i0S)
113 & co0®T 4 .
< CU
Q TRVST © Cancel
V IRQXSLT; Global T
Lml‘v)v?‘wr. rv[(gw V TRVST OPEN
>
el | N
e e e 1 Confirming you wish
— N to Open the app
< ° - = < S < Q
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Getting Started

Select your preferred language:

English and French are available. Enter Persona Data

Select here to use your redeem code.

Select your role. Choose between 8 different roles available.

Input your scanning location.

[ If you know the GLN of your site then you may
use that as the location. Alternatively enter the
location specified by your manager

Select Language

Select country. You can search through the available list of countries
English

Select the “Remember me” checkbox to save your chosen Role
and Location

0 Remember me

Sign in button is disabled, until Role and Location are selected.

Sign in

Click here to download the user guide in your selected language.

Your device's unigue ID is displayed here.
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Getting Started

Redeem a country specific code Invalid Country Code specified

c CO0OOT 4N

Enter the country specific code you want to redeem

Notification
Enter your redeem code:

Invalid code. Please try again later

I Understand TR I .
This notification is shown, if an invalid code is entered.

Select “| Understand” to return to the Login page

Select the Cancel button to return to the Login page.
Select Submit to redeem the code. The Submit button is disabled until
the code is entered.

If a correct country code is used, the Login page will be displayed
in that country’s language.
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The TRVST Application

Sign In page is displayed on the app Allow location to be accessed

L4 Location

0
Allow TRVST to access this

device's location? Nover You can also enable the location permission in your

I R S I Ask Next Time Or When | Share ! device's settings.

While Using the App This setting is usually fourjd in: .
: Settings — Privacy — Location Services put ‘ON'- TRVST
Or

Traceability & Verification System for Health Products

Settings — TRVST - Location

Healthcare Professional i _> Precise Location (

Location
v
test location
Precise Approximate

Country

Slovenia
D Remember me WHILE USING THE APP

ONLY THIS TIME
Download User Guide
DONTALLOW

For discussion only — do not distribute NICEF for the TRVST. All rights reserved 2023. 23




The TRVST Application

Sign In page is displayed on the app Allow location to be accessed Accept Terms and Conditions

Terms and Conditions

TRVST App Terms of Use
Thank you for using the TRVST App. We're thrilled that you
are taking part in strengthening the national system for
verification of health products.

These Terms of Use explain what information you will
receive and what information we receive from you and how
we will use that information. We've developed these Terms

of Use in the form of questions and answers - please do

read these Terms of Use carefully before using the app.

No internet connection

You will need to accept these in order to proceed.

You also need to have an active internet connection Who is providing the TRVST App?

to sign-in for the first time only. The TRVST App is provided by UNICEF, in its role as “TRVST
. Org”, through its contracted service provider. References to

Subsequent sign-ins can be made while offline “we” or “us” in these Terms of Use means TRVST Org. What

is the TRVST and the TRVST App?

The TRVST is a system developed by the Verification and
Traceability Initiative to support countries in the verification
of health products, and the implementation of product
traceability. It includes the TRVST Hub and the TRVST App.
The TRVST Hub is a central repository of health product

data that allnwe nicare Af tha TRV/QT Ann tn varifu whathar

I R For discussion only — do not distribute ) © UNICEF for the TRVST. All rights reserved 2023. 24




TRVST — Application Functions

Scan Log Pending Requests Scan Leaflet More
The last 100 scans are displayed here
Preferred Language
English
Country
Slovenia

Environment

PreProd

—— Device ID: UwgZMIFqFHZdisICv2r+8Q== ©

: . ] i § ion, h
Press 'Scan for Patient Leaflet' button to scan a Logged n s ek Lucation, Fudltiore

Press 'Scan' button to scan a barcode Professional

Requests will be added here when scanning barcode

To see scanned items, please scan some
without an internet connection.
barCOdes.“
. Terms and Conditions

o= : £ — o= : falin — o= : e — o= : ) D =
o= ’Q () D —_— o= -D () D —_— o= -D () C] — o= —D () —
Scan Log Pending Scan Leaflet More Scan Log Pending Scan Leaflet More Scan Log Pending Scan Leaflet More Scan Log Pending Scan Leaflet More
o= ‘} e [j —
1 < o= o =
I I I O < I I | O < I | l O < O Scan Log Pending Scan Leaflet More
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Scan
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Verification Response Scenarios

Demonstrate these following scenarios via Mobile App: Successful verification, a serial number not known and batch recall

Serialised Pack Codes

Description (in Reports, on

Serial Number Expiry Date OpCode Title/Error Message mouse over and Notification) Response In App
Batch id not provided
oR OemNn O Q6TN O
Batch provided and found in the O s O O sN O
system and it contains serial O Lot O QO Lot O
numbers - . . .
Yes No OR Not relevant O exe O O exp O 41020001 |SSP no SN match :f;;l‘r’dmifc”;‘"sm = :ﬂi’;e;'lj'l::;hrlmr this packdoes not |- o
Batch provided and NOT found
in the system and system
product the system product
contain O GTIN O
other serial numbers O SN O
QO Lt ©
O exp O
O eniNn O O eTiN O
O sn O Q sNn O
L L
8 ot @ 8 ot ® Your scanned pack matches our
- - ves or Mot provided, but PR Exp O Exp O 11111101 |S5P batch due to be recaled | ScaNNed serialised pack - the batch is |records, however we recommend you o
=system batch due to be recalled P due to be recalled in the country check the batch/lot status with the
@ regulatery autheority in your country
O eniNn O QO 6TIN O
O sNn O O sNn O
O Lot ® O Lot ®
O Exp O O exp O
O emN O Qemn O
QO sN O QO sn O
O Lot O © Lot O
(@] Exp O O Exp O
es Yes Yes or Not provided Yes or Mot provided 11110100 |SSP successful verification Scanned serialised pack - verified Your scanned pack matches our records Mo
QO G6TIN O Oenn O
QO sN O O sNn O
O Lot O G Let O
© Exp O © exp O
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TRVST — Pack Scanning

CANCEL Scan

Select "CANCEL” to exit the camera mode.

"TRVST™ Would Like to
Access the Camera

Smars pasmineion s comuivedt in ovéer SRR When scanning for the first time, you will be required to enable camera
camera permission to the TRVST app
P [ | pnd Please enable camera permission to the app.
—

Point the camera window at the pack barcode you want to scan.

00
L L
)
"
\l:
0
il

If necessary, tap the middle of the camera window to focus the oo
camera.

{ Set TRVST

You can also enable the Camera permission in your
device's settings.

€2 Location

@ Camera ( This setting is usually found in:
Settings — TRVST — Camera put "ON’
B siri & Search

m Mobile Data (

All rights reserved including the TRVST logo




TRVST — Scan Examples

Scanned serialised pack — Scanned serialised pack - the batch is

Scanned serialised pack - verified
no serial number match due to be recalled in the country

1223 W 4

Scanned It Sesmed e Scanned Item
bned:ilem Product Code: 98102185879503

Product Code: 98102185879503 Product Code: 98102185879503
Batch 1D (Lot)

) atch
Batch ID (Lot): batchl Serial Number: pack16 Batch ID (Lot): batchl

erial Numbe Serial Number: pack1
Sas tumote: $1 Expiry Date (YYMMDD): 241018 demiclicndljioc

Expiry Date (YYMMODD): 241018 Expiry Date (YYMMDD): 241013

Response
Response i Response

4 [GB] Your scanned pack matches our records, however " o " 4

GB] The serial number for this pack does not match our ‘our scanned pack matches our records

(c8] 5 fatnu epe Y we recommend you check the batch/lot status with the i

reco
o2 regulatory authority in your country

Scan lo Continue >
. - Scan log Continue

_I-R SI- © 2023 TRVST. All rights reserved including the TRVST logo




Scan Log

© 2023 TRVST. Allrights reserved including the TRVST logo 30




TRVST - Scan Log

Scan Log Scan Log 9/9 Delete

The last 100 scans are displayed here
PC: 00359676580157

Timestamp (Local): 28.02.2023 17:29:42
Batch 1D (Lot): 205C21A
Serial Number

Expiry Date (YYMMDD): 691231

Response
We do not hold the records for this product

PC: 00359676580157
Timestamp (Local): 28.02.2023 17:29:24

Batch ID (Lot): 1803232 Delete Scan Log
Serial Number
Expiry Date (YYMMDD): 691231 Are you sure you want to delete the scan log?

Response
We do not hold the records for this product No, Cancel Yes, Delete

PC: 00359676580157
barcodes... Timestamp (Local): 28.02.2023 17:29:13
Batch ID (Lot): 1803232

To see scanned items, please scan some

Serial Number

Expiry Date (YYMMDD): 691231

Response
We do not hold the records for this product

= 2 = 0 = @ =

Scan Log Pending Scan Leaflet More Scan Log Pending Scan Leaflet More

1]

(u]n)

il

-
|
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Pending (offline Mode)




TRVST - Offline Scanning

It is possible to scan packs Any scans made while offline will be displayed
when offline on the Pending Requests Page
@

Pending Requests 1/1

PC:72726038281781
Timestamp (Local): 28.06.2022 11:03:21
Batch ID (Lot): batchl

Serial Number: packl

Expiry Date (YYMMDD): 241018

Scanned Item

Product Code: 72726038281781 ﬁ

Batch ID (Lot): batchl
Serial Number: packl
Expiry Date (YYMMDD): 241018

Response

You are in offline mode. Scanned item was
added to Pending Requests.

Pending requests Continue Scanning

CE ) &= 0

Scan Log Pending Scan Leaflet More

TRVST

Once an internet connection is established the
pending requests will be executed automatically.

Notification

Internet connection established, executing
pending requests...

| Understand

© 2023 TRVST. Allrights reserved including the TRVST logo




|_eaflet
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TRVST - Scan for Patient Leaflet

* TRVST has Digital Link resolver built into feit .
it —So when scanning a GTIN it directs Leaflet
the user to wherever the leaflet stored.
* So as well as being able to verify, you can
provide patients or the healthcare
professionals with electronic leaflet

9)
®

Select the “Lightning” icon to enable the flashlight.

Select "CANCEL” to exit the camera mode.

* An active internet connection is required
for Scanning the Patient Leaflet /

Point the camera window at the pack barcode or QR code you want to
scan.

PressiSoan for Butient Leaflet Button to If necessary, tap the middle of the camera window to focus the camera.

scan a barcode

When a correct barcode is scanned, the Patient Leaflet will openina
separate window inside a browser.

No internet connection

Please connect to the internet to continue
scanning patient leaflets.

B2 N = 0 =

Scan Log Pending Scan Leaflet More
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TRVST — Display of Patient Leaflet

O @ dictrvstd < 0
An example of a Patient Leaflet opened in a browser window. Patlent TR
Information .“072°
Leaflet
Y — 404 Not Found
Janssen COVID-19 Vaccine —
vyt versen o . . We don't have any information about this You will be informed if the Patient Leaflet is not available.
et e b v S e ¢ . a medicinal product. However, we will work with
Some tume -~ T | product manufacturers 10 improve this service

Expiry Checker: Janssen

COVID-19 Vaccine Under The language of the opened page depends on the Selected language of
Emergency Use your browser. The default language is English.
Only Data Matrix and QR codes are supported for Patient Leaflet

Authorization
thas for using the Jansen COVID- Vaccine scanning.

ey Checker Pleme enter the ot

0 the pr OBt Carton

Notification

jate o you have Queition, please

If you try to scan a barcode in another symbology, you will receive
Incorrect barcode. the message " Incorrect barcode”

#

I I zVE I © 2023 TRVST. Allrights reserved including the TRVST logo



More
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TRVST — More

TRVST doesn’t track people just the products.

More j ) .
However one of the reasons the Device ID is stored is

Preferred Language in case we need to suspend a particular device ID in

o You have the option to change the preferred language here. case there’s a criminal trying to abuse the system.
Country 434 v . ™ NETF il @
. § Kinador Select country. You can search through the available list of countries
This is your device ID.
Device ID [— You may copy it by tapping the Copy icon next to it.

Scanned ltem

Product Code: 86864016200645
Batch ID (Lot): batch1

Logout Click here to IOgOUt. Serial Number: pack1234 q
Expiry Date (YYMMDD): 241018

This is the current application version. Response

This are your location and selected Role.

Logged in as

Service has been disabled for this device.

Click here to open the Terms and Conditions Scan log

Select this tab to go to the More/Settings page.

i
[
Js
D
]

Device is blocked from Scanning

I I z E I 23 TRVST. Allrights reserved including the TRVST logo




TRVST App Updates




TRVST — App Updates

TRVST

A new version of the application has been released.

Would you like to update it?

TRVST

When a new version of the TRVST App is available
depending upon the nature of the updates.

The App user will have either the option to update the
version of the TRVST App on their device.

Or Alternatively have to download the latest version of
the TRVST App from the from the Play Store (Android)
or the App Store (iOS) before continuing to use the
TRVST App.

N\

TRVST

A new version of the application has been released.

Please update it before continuing.

| Understand

© 2023 TRVST. Allrights reserved including the TRVST logo



Dashboard Verification
Management




Dashboard
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The TRVST dashboard

The TRVST is split into two area, one for verification and P — T Produet ) T _
the other for traceability. TRET e . e e B
Each area has its own dashboard which are accessed g o 2 - ==
separately. e e
L::Ih B -] 1_._ .
If you have the appropriate access privileges, your login o -
details can be used for both. > - = =
The verification area is where you will see the maps, charts N - f:
and reports for verification events, etc. -

The Traceability area (Track and Trace Portal) is where
Manufacturers can enter product and location master data
and also mark a batch as under recall.

TRVST




Dashboards: Access Privileges
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System roles

- A Country Authority can have 2 roles

. User with Country Authority
User assigned a Country .
. Monitor role can access
Authority SPOC role can carry _
g R Dashboards & Reports within
out User Administration in -
Verification Dashboard.

addition to accessing
Dashboard & Reports.

TRVST Logo © UNICEF for the TRVST. All rights reserved 2023. 45
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The TRVST dashboard

User Administration

Permizzion
Legend: Access allowed to all data or full functionality
o ¥ Access allowed to data owned by or granted to participant
) o System Role / Organisation Type / User Type ¥  Access allowed to specified data [e.g. Active in region for specified GTINS)
TRVST Data Sha”ng Access & System Permissions Access allowed on an alert basis [far owned data, ordata granted access to)
& Organization is referrenced in the EPCIS message (One-up, One-down)
Country Authority Onboarding Partner Stakeholder Supply Chain Organization App Werification National  |Funder/Procu Access by explicit permissions from the data owner
Service Desk | CASPOC  CAMonitor | OBPSPOC | OBPMonitor OBP TET User SPOC Monitor SPOC T&TUser | Verification | Provider System rement No Access/Not Applicable
Home v v v ¥ ¥
Dashboard [Failed Verification) ¥ ¥ ¥
Dashhoard [Suspect Activity)
Dashboard [Visualisation)
Dashboard [Metric Reports)
Reports

TRVST Dashbeard Portal {(Functionality Permission)

User Roles/Permizsion Settings
Documents v v v ¥ ¥
User Settings v v v
Change Password v v '
Organisation Administration ¥
Client Credentizls v

APl Scopes NA NiA MA | OBREAP | OBPEAP | OBPE AP Verfication | Venfication | Verificaton

AP AP AP

™




Accessing TRVST Verification Dashboard

* (1) Once a user has been setup on TRVST
they log into TRVST with their username
and password.

Authorised Users Only Authorised Users Only

* (2) TRVST provides two factor o —
authentication (2FA) and can send you : mmm,ww.

either a one-time Authorisation code to
either your email address or as a text
message.

* (3) The user enters Authorisation code
they have received

X REPLY Copyright © Solidsoft Reply 2023 A RERLY Copgi  Sokusst Seply 223

* The user can change their Notification
settings in TRVST

X' REPLY Copyright ® Solidsoft Reply 2023
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Dashboard Home Screen for each role

Country Authority Monitor (Verification)

Difference between Country Authority Monitor role and Country Authority SPOC is that the
IAH 510 internal testi
e . Y L O Country Authority SPOC can also carry out User Administration.

CHANGE YOUR PASSWORD HELP AND ADVICE

Traceabilicy & Verification Spscen
for Health Products
it's recommended that you change your password on a regular basis to ensure that You can find more information about TRYST in the Documents Repository.
our account remains secure.
Home » If you have any feedback please send an email to trvst feedback@reply.com.
Mew passwords be B characters long with at last 1 character from the following
types:
Dashboards i
- Upper case characters
Reports
«  Lower case characters
Documents
» Numbers
Settings.

Special Characters I$H&=+@#.-_
Change Password

=

Logout Change P

' REPLY Copyright © Solidsoft Reply 2023 Environment : Pre Prod Build Number : 2.1.23076.1 Release : R2.1

Country Authority SPOC

LiE e JE S L Traceability & Verification System EiyETEkE
for Health Products m.
Traceabillcy & Varilication Syscem CHANGE YOUR PASSWORD HELP AND ADVICE

for Health Products
Its recommended that you change your password on a regular basis to ensure that You can find more information about TRVST in the Documents Repository.

¥ account remains secur @
your account remains secure If you have any feedback please send an email to trvst feedback@reply.com.

Home
New passwords must be 8 characters long with at least 1 character from the following
Dashboards types
+  Upper case characters
Reports
+  Lower case characters
Users

Numbers
Client Credentials

Special Characters I$%&=+@# -_

Track and Trace Portal

Documents

Settings
Change Password

Logout

X REPLY Copyright © Solidsoft Reply 2023 Environment : Pre Prod Build Number : 2.1.23076.1 Release : R2.1
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Dashboards: Maps & Charts
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Maps and Charts —where Product Code/Batch specified —
Change Slides

TRVST provides Map Visualisation which @ Engicn - Traceability & Verification System

for Health Products Not countryauthspoc1 23@gmail.com? Please logout

Welcome countryauthspoct23@gmail.com @

allows you to see where you products are —I-R Sl— Home > Maps and Charts
being scanned, Based upon on geo-location

Trceabiity &Verifation System Maps and Charts ~ Failed Verifications ~ Suspicious Activities ~ System Metrics

verification data for Hele Producs

Each stakeholder gets a different view and rome

the view of what people can see is all based Dashbozrds ve'iﬁ:;ti""’ l;iledVeriﬁcationsH :E:Z::::rr:tﬁjl:tmer|3

around the data sharing policies that you Reports u

sign up to when you log on. So in summary a Users

manufacturer can only see their products. —
Start Date

You can see successful verifications as wellas = 0310372023

failed verifications Change Password nd Date

. . Logout 03/04/2023

The filters allow the user to specify a date

Product Code

range and can further restrict the data based
upon Batch ID

*  Product Code, Batch ID

. . . Map Categories
* map category including potentially Bt s
falsified, Suspicious activities or even Faileé\feriﬁcatfgn_s
.o . Suspicious Activities
successful verifications. M other

I I !VE I © 2023 TRVST. Allrights reserved including the TRVST logo




Maps and Charts

UK Country Authority Tracea bl|lty & Verification System Welcome countryauthspoc123@gmail.com @

Th e u Se r Ca n ZO O m = i n to See iﬁ Englsh - for Health Products Not countryauthspoc]23@gmail.com? Please logout

. Home > Maps and Charts
aggregate totals for Failed | R S |
ve rlﬁ CatIO ns an d sus pect a CtIVIty Traceablty &Verifeation Sstem Maps and Charts Failed Verifications ~ Suspicious Activities ~ System Metrics

for Health Products

Home
W Serialized | 10 W Invalig: serialized | 5
Dashboards ificati
Verlﬁ:::tlnns I Faileg Verifications | & B Unknown Pack Identifier | 3
Reports
Users
-
Apply Q -

BTSN @

Start Date -
SEiEE | 03/03/2023 B
Change Password End Date
Logout | 03/04/2023

Product Code

Batch ID

Map Categories

Successful Verifications
Failed Verifications
Suspicious Activities
Other

I I !VE I © 2023 TRVST. Allrights reserved including the TRVST logo



Maps and Charts

The user can Zoom-in to an individual [EEEETTET Traceability & Verification System ogm

N iy . & Englisn - for Health Products
scans for failed verifications, suspect
activity and observe the scan details. | RVS |

Traceability & Verification System
for Health Products

Welcome countryauthspoc123@gmail.com 9

Home > Maps and Charts

Maps and Charts Failed Verifications Suspicious Activities System Metrics

Home
These details can be copied. Dastboards Vertiations 1= | T
18 M Failed Verifications | & s W Unknown Pack Identifier | 3
Reports
Users

Apply Q
Documents

Start Date
Settings 03/03/2023

by uoIng

Change Password End Date

United Ki
Logout 03/04/2023 n ingdom &

Product Code

Batch ID

pua pg'a\l*

00[\‘0“ Lane

Map Categories
Successful Verifications
Failed Verifications
Suspicious Activities
Other

Hay Streq,

© 2023 TRVST. Allrights reserved including the TRVST logo
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Maps and Charts

The user can Zoom-in to an individual g Couny Aty Traceability & Verification System T —p—
@ English ~

Sca n S fo r S u s p i Cio u S a CtiVity a n d o ——— for Health Products Not countryauthspoc123@gmail.com? Please logout
observe the scan details. [RVSI

§ L Maps and Charts Failed Verifications Suspicious Activities System Metrics
Traceability & Verification System

for Health Products

Home

Verifications
18

M Invalid: serialized | 5
W Unknown Pack Identifier | 3

M Failed Verifications | 8

These details can be copied. Dasttosras

Reports
Users
Fl
Apply Q ? §
Documents | 3 Z
Start Date | | E -,Eu
8 H 2
Settings c <
e 03/03/2023 [ 3 5
Change Password End Date | | o
S
g
4 d
— 03/04/2023 wendover RO® | ‘ H
=
o
Product Code B — T
£
£
Batch ID a [
|| g £
| | Z 3
\ 2 2
{1 = Royston Way
1 =
Map Categories =)
2]
Successful Verifications E.
o
Failed Verifications _—
Suspicious Activities 5l +
Gther 'g,—' e —
" — — -
2 ——
e > %o
A\ —_—
B o
|| Event » 110
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Dashboards: Failed Verifications




Dashboards — Failed Verifications

Here the user can view and UK Country Authority Traceability & Verification System Welcome countryauthspoc123@gmail.com ©
&> English ~ for Health Products Not countryauthspoc! 23@gmail.com? Please logout
investigate failed verifications
made by the mobile app. _I_RVSI_ Home > Failed Verifications
COU ntry Authorities WI ” on |y see Traceability & Verification System Maps and Charts Failed Verifications Suspicious Activities System Metrics £ Filtered
. e . for Health Products
fa I I ed ver Ifl Cat ons ge ne rated Notification Identifier Country User Location Verification Type Product Code Onboarding Partner Operation Code
against products they own. Home e N e
Dashboards = 16/03/202313:48:41  GB-LWZX13-AZ5-LGH-5.. Open United Kingdo... test location Pack 98102185879503 batch2 MAH 501 internal t... 41020003 SSP no batch match “
— = 07/03/202312:07:12  GB-LWN-MEV-VOW-GFY-.. Open United Kingdo... Note 10 Pack 98102185879503 batch1 MAH 501 internal t.. 41020001 $SP no SN match “
= 07/03/202312:07:10  GB-LWN-MEV-WDB-P4}-C.. Open United Kingdo... Note 10 Pack 98102185879503 batch1 MAH 501 nternal t... 41020001 SSP no SN match =
The failed verifications dashboard vsers = 07/03/202312:07:06  GB-LWN-MEV-X9E-UOD-0... Open United Kingdo... Note 10 Pack 98102185879527 batch1 MAH 501 internal t.. 41020006 SSP empty batch, no ED match “
contains:- Documents = 07/03/202312:06:48  GB-LWN-MCX-C3V-4DK-.. Open United Kingdo... Note 10 Pack 98102185879503 batch1 MAH 501 internal t... 41020001 SSP no SN match =
ity = 07/03/202309:35:19  GB-LWN-GXM-2QT-H16~.. Under Investiga... United Kingdo... BMI hospital Pack 98102185879503 batch2 MAH 501 internal t.. 41020003 SSP no batch match “
Timestamp of scan by mobile = 02/03/202310:37:28  GB-LWG-BYE-FSV-EDR-GKS Under Investiga... United Kingdo... BMI Hospital Pack 98102185879503 batch2 MAH 501 internal t... 41020003 $5P no batch match “
verification a pp. Change Password = 28/02/202317:29:02  GB-LWE-6SB-EEH-YPP-XL7 Open United Kingdo... BMI Hospital, Lon... Pack 98102185879503 batch2 MAH 501 internal t.. 41020003 SSP no batch match “
Logout = 28/02/202317:28:14  GB-LWE-SRI-BQP-M1R-Q.. Open United Kingdo... BMI Hospital, Lon... Pack 98102185879503 batch2 MAH 501 internal ... 41020003 SSP no batch match “
Users location where the = 23/02/202314:36:48  GB-LW7-UB2-EH4-7ZL-SA4  Under Investiga... United Kingdo... home Pack 98102185879503 batch2 MAH 501 internal t... 41020003 $SP no batch match “
batch/pack was scanned. Page 1 ofés Wrows v Next page

Notification identifier — unique
identifier of batch/pack.

Operation Code relating to error
message

Error message description
resulting from scan.
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Investigate Failed Verifications

Th user is able to:-
° Change the status of an alert Transaction ID: 52cb7c42-bagb-4cd4-a3f5-dEbS5e717559

Timestamp (UTC): 16/03/2023 13:48:41
Motification ID: GB-LWZ-X13-AZ5-LGH-5DU

+ annotate the failed verification User Dovice 10: Sereusiroonayvasvin=

User App Version: 2.9.185

User Role: Healthcare Professional
alert_ User Location: test location

User Latitude: 52.0835246

User Longitude: -©.1959549
User Country Code: GB

GB-LWZ-X13-AZ5-LGH-5DU

User Country: United Kingdom

verification Type: Pack

Product Code Scheme: GTIN

Product Code: 98102185879503

Product Name: E2E Testing

Onboarding Partner: MAH 581 internal testing
Serial Number: packl

Scanned Batch ID: batch2

Scanned Batch Expiry Date: 241818

Stored Batch ID: batchl

Stored Batch Expiry Date: 241018

Error Code: AG8

Operation Code: 41026083

Error Message: Scanned serialised pack - no batch match

Close

GB-LWZ-X13-AZ5-LGH-5DU

Transaction ID: 52ch7c42-bagb-4cdd-a3f5-d8bS58e717888 ©3/04/2023, 12:32:51: countryauthspoc123@gmail.com
Timestamp (UTC): 16/@3/2023 13:48:41 Changed status from Open to Under Investigation
Notification ID: GB-LWZ-X13-AZS-LGH-5DU

User Device ID: SaM@Vzi+BOMzaMYyv9sV1Q=:

User App Version: 2.2.105

User Role: Healthcare Professional

User Location: test location

User Latitude: 52.8838246

User Longitude: -©.1959549

User Country Code: GB

User Country: United Kingdom

Verification Type: Pack

Product Code Scheme: GTIN

Product Code: 98102185879503

Product Name: E2E Testing

Onboarding Partner: MAH 501 internal testing

Serial Number: packl

Scanned Batch ID: batch2

Scanned Batch Expiry Date: 241018

Stored Batch ID: batchl

Stored Batch Expiry Date: 241018

Error Code: A68

Operation Code: 41828003

Error Message: Scanned serialised pack - no batch match

Under Investigation Change Status

Close
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Dashboards — Failed Verifications Email Alert

When the Verification user has
scanned a barcode that results in [Pre Prod] TRVST Notification - Failed Verification inbox =
a failed verification alert being o

generated thenthe Manufacturer ; TRVST sprepre-nonfiestion@irstahp.ors
and Country Authority will receive

an email alert.

tome -

Dear Country Authority SPOC

The following failed verification has been detected.

The email alert Contains the A Pack Disclosure Report can be requested via the portal using the following link: PDR GB-LXMN-A4W-HSH-AQ0S-3P0
Operation COde and error message The failed verification can be administered in the portal using the following link: GBE-LXM-A4W-HSH-A0S-3P0
relating to the failed verification
scenario. Transaction D d0750dd4-5834-490%-aedd-6f0ffI0029f2
Timestamp 2023-04-03T13:41:347
Motification 1D GB-LXMN-A4AW-HSH-ADS-3P0
From this email the user can User Role role
access the TRVST Dashboard and User Location St. Thomas Hospital
also run Pack Disclosure report UserApp Version 1.0
User Device ID id
against the transaction User Latitude 51.3354
(Notiﬁcation ID) User Longitude 0.7429
User Country GB - United Kingdom
Product Code GTIN - 98102185879503
Product Name OBP 1 Demo Product 1
Onboarding Partner OBP Org 2
Serial Number pack111

Scanned Batch ID  batch1
Operation Code 41020001
Error Code A3

Error Message Scanned serialised pack - no serial number match

Kind Regards,

TRVST Support Team
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Dashboards: Suspect Activity
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Suspect Activity

TRVST also supports suspect activity based on individual scans and patterns of activity.

Suspect activity could mean that all of the data and the barcode is correct, but perhaps the same products has been scanned in two
different countries or the products being scanned in two different locations within a very short period of time. TRVST will detect that
as suspect activity and raised that as an alert.

The Manufacturer will receive a suspect activity alert as well as failed verification alert.

How is Suspect Activity determined?

* More than 10 scans for same pack belonging to a product have took place.
* Same pack scanned twice more than few miles apart.

* Pack scanned from different countries.

* Pack scanned with a different batch id or expiry date.

I RVS I For discussion only — do not distribute © 2023 TRVST. Allrights reserved including the TRVST logo



Dashboards - Suspect Activity

Here the user can view and UK Country Authority Traceability & Verification System Welcome countryauthspoc123@gmail.com €
investigate suspect activity made

by the mobile app. _I_R SI_ Home > Suspicious Activities

a .
W@y English ~ for Health Products Not countryauthspoc 23@gmail.com? Please logout

Traceability & Verification System Maps and Charts Failed Verifications Suspicious Activities System Metrics £ Filtered
H il i
Manufacturers users will only see o el Prodees
Suspect activity generated against Timestamp (UTQ) Notification Identifier i Verification... Product Code Scanned Batc..  Onboarding Partner
Home
products they own. it Fitered = it
Dashboards R1: The pack identifier has been verified 19 times
= 03/04/2023 07:36:03  SHLXM-ZDW-MQA-BFA-BYL Open Slovenia Pack 98102185879527 MAH 501 internal t.. R2: The pack identifier has been previously verified in the f [#
Reports R4: The pack identifier has been previously verified with a (
i 1 . — R1: The pack identifier has been verified 96 times -
The sus p ect acti Vlty contains: eore = 03/04/2023 07:35:57  SHLXM-ZDT-LKS-U2A-CS7  Open Slovenia Pack 6138174080524 R2: The pack kdentifer has been previously voriied intha &5
R1: The pack identifier has been verified 18 times
. . Documents = 30/03/202313:59:09  SHLXH-BGS-K2E-W32-NE8  Open Slovenia Pack 98102185879527 MAH 501 internal t... R2: The pack identifier has been previously verified in the f [#
Timestamp of scan by mobile Ré: The pack identifier has been previously verified with 3
ore . Settings
Ver|f|cat|0n app_ e R1: The pack identifier has been verified 17 times
= 30/03/2023 13:45:10  SHLXH-B2E-ON6-VBT-GF3  Open Slovenia Pack 98102185879527 MAH 501 internal t.. R2: The pack identifier has been previously verified in the f [
Change Password R4: The pack Identifler has been previously verified with a |
i R1: The pack identifier has been verified 30 times
Users location where the LeERLt = 27/03/2023 10:40:21  GB-LXD-ERK-CD6-CVB-G1.. Open United Kingdo... St. Thomas Hospi... Pack 98102185879503 batchS MAH 501 internal t.. R2: The pack identifier has been previously verified in the  [#
batc h/p ac k was scann ed R3: The pack identifier has been previously verified in Italy
e R1: The pack identifier has been verified 29 times "
= 27/03/2023 10:40:15  IT-LXD-ERG-CTV-YBY-WVU ~ Open Italy Pack 98102185879503 batchS MAH 501 internal t.. b\ o ¥ identifier has been previously verified in the [
Notification identifier — unique R1: The pack Identifier has been verified 708 times
. - = 16/03/2023 13:48:41  GB-LWZ-X14-83T-JLS3RB  Open United Kingdo... test location Pack 98102185879503 batch1 MAH 501 internal t.. R2: The pack identifier has been previously verified in the f [#
identifier of batch/pa ck. R4: The pack Identifier has been previously verified with a
" R1: The pack identifier has been verified 91 times s
= 16/03/2023 13:48:16  GB-LWZ-XOP-YZA-HD7-ZM] Open United Kingdo... test location Pack 9810218587950 22 The pack Mlerifer has basn previously vertfied in the =
Operatlon Code relatlng to error R1: The pack identifier has been verified 19 times "
= 07/03/2023 12:14:14  GB-LWN-MLB-M35-A6G-... Open United Kingdo... Note 10 Pack 98102185879503 batché MAH 501 internalt... [
messa ge R2: The pack identifier has been previously verified in the f
.. " R1: The pack identifier has been verified 16 times -
Error messa ge descri pt ion = 07/03/202312:11:04  GB-LWN-MJA-1P|-GWF-W... Open United Kingdo... 85670 French Pack 98102185879503 batché MAH 501 internal t... " pack identifier has been previously verified I the { [
reSUItIng from scan. Previous page Page 1 of 326 10rows + Next page
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Investigate Suspect Activity

Th user is able to change the SI-LXM ZDW-MQA BFA YL
status and annotate the

.. Timestamp (UTC): ©3/04/2023 07:36:03
suspect activity alert e et e

ZFRUIFAZUMYB 4T IFBGKFEg==
user App Version: 2

User Role: Manufacturer

User Location: changeloc

User Latitude: 46.8597172

user Longitude: 14.5391797

User Country Code: SI

User Country: Slovenia

verification Type: Pack

Product Code Scheme: GTIN

Product Code: 98102185579527

Product Name: E2E Testing

Serial Number: packi

Scanned Batch ID: batchl

Scanned Batch Expiry Date: 361231
Onboarding Partner: MAH 501 internal testing
Error Code: A99

Invelved Countrie:

- United Kingdem

- Slovenin

suspicious Activity Reasons:

- R1l: The pack identifier has been verified 19 times

SI-LXM-ZDW-MOQA-SFA-8YL

Transaction ID: @5223ddS5-8d8b-44Ff5-bace-e5fdda3a7f13 @3/@e4/2023, 12:30:39: countryauthspocl23@gmail.com
Timestamp (UTC): @3/04/2023 ©7:36:83 Changed status from Opsn to Under Investigation
Motification ID: SI-LXM-Z0W-MQA-SFA-SYL

User Device ID: =zFnUjjdZUmyB+ITFSGkfag
User App Version: 2

User Role: Manufacturer
User Location: changeloc
User Latitude: 46.8597172
User Longitude: 14.5391797
User Country Code: ST
User Country: Slovenia
Verification Type: Pack
Product Code Scheme: GTIM
Product Code: 9Z10218SE79527
Product Mame: E2E Testing
Serial Number: packl
Scanned Batch ID: batchl
Scanned Batch Expiry Date: S@1231
Onboarding Partner: MAH S81 internal testing
Error Code: A99
Involwed Countries:
- United Kingdom
- Slowvenia
Suspicious Activity Reasons:
- Rl: The pack identifisr has been werifisd 19 times -

Unaer Investigation - pe———

Close
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Dashboards — Suspicious Activity Email Alert

When the Verification user has
scanned a barcode that results in
a suspcious activity failed
verification alert being generated
then the Manufacturer and
Country Authority will receive an
email alert.

The email alert contains the
details of the countries the pack
has been scanned and the reason
its been raised as suspicious.

From this email the user can
access the TRVST Dashboard and
also run Pack Disclosure report
against the transaction
(Notification ID).

TRVST

[IQE] TRVST Notification - Suspicious Activity nbex x

TRVST <ige-notification@trvstdhp.orgs

to me -

Dear Country Authority SPOC
The following suspicious activity has been detected.

A Pack Disclosure Report can be reguested via the portal using the following link: PDR SI-LAM-ZDT-LKS-U2A-C97

The suspicious activity can be administered in the portal using the following link: SI-LxXM-Z0T-LKS-U2A-C97

Timestamp 2023-04-03TO7:35:572
Notification ID S-LXM-ZDT-LKS-U2A-C97
User Country 5l - Slovenia

Product Code GTIN - 51381740801524
Serial Number packl

Suspicious Activity Involved Country Codes 31, GB, IM

Alert Reasons - R1 - The pack identifier has been verified 96 times

Kind Regards,

TRVST Support Team

This is an automated message - please do not reply directly to this email

© 2023 TRVST. Allrights reserved including the TRVST logo
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Reports

TRVST provides Country Authorities with a
variety of reports. The reports are requested
and retrieved via the Dashboard.

* Each report restricts visibility only to
those products and packs owned by
the Manufacturers, and the data in
the reports is never shared with any
other Manufacturers.

Requesting a report

* Navigate to Reports in the menu column.
* Then navigate to the Reports tab.

* Areportis requested by the user by
clicking ‘Request New Report’. A popup
will appear with a list of the report types
available to the user.

TRVST

Test Admin

TRVST

Traceability & Verification System

for Health Products

Home

Dashboards

Reports

Users

User Rales.

Document Repository

Settings

Change Password

Logout

For discussion only — do not circ

Home > Reports

Reports Scheduled Reports

Traceability & Verification System

for Health Products

Welcome admin@example.com (-]

Not admin@example.com? Please logout

Requested Date Category Name Report Type Status Actions
All~ Allw

|1 3/06/2022, 00:46:10 Management Product Catalogue Report Product Catalogue Report Completed | EEET
13/06/2022, 00:38:29 Audit Trail Product Master Data Audit Trail Report Product Master Data Audit Trail Report Completed h h hi
13/06/2022, 00:35:10 Audit Trall Product Master Data Audit Trail Report Product Master Data Audit Trail Report Completed ﬁ ﬁﬁi
12/06/2022, 17:45:02 Stakeholder Stakeholder Aggregate Report - June 2022 Stakeholder Aggregate Report Completed ﬁ i
12/06/2022, 17:37:16 Stakeholder Stakeholder Aggregate Report - May Stakeholder Aggregate Report Completed ﬁ i
12/06/2022, 11:31:30 Stakeholder Stakeholder Aggregate Report - May to June Stakeholder Aggregate Report Completed ﬁ i
12/06/2022, 11:19:36 Stakeholder Stakeholder Aggregate Report Stakeholder Aggregate Report Completed h i
12/06/2022, 08:02:09 Audit Trail Exceptions Audit Trail Report Exceptions Audit Trail Report Completed h hhi
11/06/2022, 14:31:35 Stakeholder Product Summary Report Product Summary Report Completed ﬁ ﬁﬁi
11/06/2022, 12:35:39 Audit Trail Product Pack Upload Audit Trail Report - system admin Product Pack Upload Audit Trail Report Completed ﬁ ﬁﬁi

Page 1 of 9

10rows +

Next page

Request New Report

All reports older than 60 days will be deleted.

© 2023 TRVST. Allrights reserved including the TRVST logo



Reports — Request New Report

* Hereis a list of reports
available to

Manufacturers.
. Category
* The user can filter by |
report category, type and
. . Audit Trail
description. |
Audit Trail
Stakeholder
* To select the report to Manegement
request click anywhere on Stakeholder

the row. The user can Metrics
press close to exit out of At Tl
the request.

*  When selecting a report
from the list the user
enters the report
parameters and presses
the Request report button.

TRVST

Exceptions Audit Trail Report

Pack Audit Trail Report

Pack Disclosure Report

Product Catalogue Report

Stakeholder Aggregate Report

Transactions by Transaction Type Metric Report

Verifications By Product Audit Trail Report

Request New Report

Lists all audit points created due to exceptions during the specified time period.

Lists all audit points related to a specified pack over its lifetime.

Given a Notification ID the report lists all audit points related to a pack over its lifetime.

Lists some or all of the products in the product catalogue.

Provide aggregate metrics about verifications, with dimensions on OBP, Country, verification response, pro...
Returns the count of the number transactions by transaction type within a specified time period.

Lists verification audit points related to a specified product, and optional batch, within a spedified timefra...

© 2023 TRVST. Allrights reserved including the TRVST logo




Reports — Report Actions

Report generation is not instantaneous and the
request status will be ‘Running’ with anicon to
indicate the report is being generated.

This page will auto-refresh.

Home * Reports

Requested reports will have one of four statuses: Reports | Scheduled Reports
a) Queued: Report is waiting for batch processing. —— — o — — s
b) Running: Report is being created. T —— All+
C) completed: Report |S ready fOI’ download. 16/06/2022, 14:10:56 Stakeholder Pack Disclosure Report Pack Disclosure Report Completed ﬁ E ﬁi
d) Failed: One or more report formats COU|d not be 13/06/2022, 00:46:10 Management Product Catalogue Report Product Catalogue Report Failed ﬁﬁi
13/06/2022, 00:38:29 Audit Trail Product Master Data Audit Trail Report Product Master Data Audit Trail Report Queued ﬁ ﬁ !i u
Created . 13/06/2022, 00:35:10 Audit Trail Product Master Data Audit Trail Report T OOl VI3Ster Dete AUGT Tral ReporT ) — EENE
12/06/2022, 17:45:02 Stakeholder Stakeholder Aggregate Report - June 2022 Stakeholder Aggregate Report Curmprerca ¢ ﬁ i'
12/06/2022,17:37:16 Stakeholder Stakeholder Aggregate Report - May Stakeholder Aggregate Report Completed BEE
When the Status Of a report Changes to 12/06/2022, 11:31:30 Stakeholder Stakeholder Aggregate Report - May to June Stakeholder ﬁﬁresate Regor‘t ComEIeted yj 'i'
'Comp|eted' |t may be downloaded in |tS fUIl ||St Of 12/06/2022,11:19:36 Stakeholder Stakeholder Aggregate Report Stakeholder Aggregate Report Completed Ei'
available formats AS shown as Icons under the 12/06/2022, 08:02:09 Audit Trail Exceptions Audit Trail Report Exceptions Audit Trail Report Completed BEEE
A t | ' 11/06/2022, 14:31:35 Stakeholder Product Summary Report | Product Summary Report Completed ﬁ E E 'i'
ctions column
Page 1 of 9 10rows v Next page
* Download report as CSV file. i
. D I d t PDF f'l A All reports older than 60 days will be deleted.
ownload report as le. This tab is paginated, use the next and previous page buttons to

* Download report as Excel (few reports) navigate or page jump. The user may also select how many
* Delete report. (All reports older reports are displayed in each page.

A report can be deleted by the user Delete report.

(All reports older than 60 days will be automatically

deleted.)
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Reports - Exceptions Audit Trail Report

This report lists all audit points generated as a result of any exception in the specified time period.

This report contains all the data associated with all exceptions recorded by the TRVST. The data set includes the date and time, and the originator of each exception event
together with key input data for the event (e.g., product code, serial number and state at the time of exception for a pack-related exception). The data set also includes the
exception level attributed to the exception and any error code associated with the exception.

Report Header
- p ‘ The first table in this report details
Report Type Exceptions Audit Trail Report
Report Name Exceptions Audit Trail Report parameters entered or selected by the
Date Requested (UTC) 12/06/2022 07:02:09 h
From Dats (UTC) 1010812025 07:01.00 report requester before thfe report was .
To Date (UTC) 12/06/2022 07:01:00 generated. Report output is based on this
Business Processes Sef:u(ity‘ Produ.ct Pack patg Upload, Serialised Pack Verification, Product Verification, information.
Shipping Container Verification

Date and time of the audit point.

TRVST business process where the event occurred.

1

Event Description Transaction ID associated with the audit point.

Error code (if any) for the event. See Error Codes slide for explanation.

Low level Event Details.

% Report Details &

Date and Time (UTC) |Business Process |Event Description Transaction 1D Event Code | Event Details

CountryCode: DE;

Country: Germany;

EntityType: Pack;

ErrorCode: A99;

Latitude: 51.5136;

Longitude: 7.4654;

NotificationID: DE-LLS-GX4-2D2-6BE-5P5;
ProductCode: 55763685473728;
caabb2d9-bhdd-4948-8289-059ad3d94 290 A9 ProductCodeScheme: GTIN;
ProductName: Covid Vaccine;
SerialNumber: pack1;
StoredBatchExpiryDate: 241018,
StoredBatchld: batch1;

UserAppVersion: Global App 1.1;
UserDevicelD: sg Germany Device 1d3;
UserlLocation: sg Test Location - BASEG4 Germany;

UserRole: sg Healthcare Professional;

I I z E I © 2023 TRVST. Allrights reserved including the TRVST logo
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Reports — Pack Disclosure Report

* This Report list all the audit events related to a

serialised pack over its lifetime.
* The report can be used as part of an

investigation into a failed alert part of the
market surveillance activity.

TRVST

Report Header
Report Type Pack Disclosure Report
Report Name PDR GB-LVX-PL2-45Y-BMS-06F
Date Requested (UTC) 16/02/2023 13:29:21
Product Code Scheme GTIN
Product Code 98102185879503
Batch Number batch1
Pack Serial Number pack1

Nofification 1D

GB-LVX-PL2-45Y-BMS-06F

Report Details

Date and Time (UTC) | Event Description

Transaction ID

Event Details

26/11/2022 22:08:41 | New Pack Created

PPDCROMO00501005012022330ch1b16cbd5d648aBad29747d355d 3bGe.cnxVwl OychHsrm 1 IF2JQkFZNV2w=

Batchld: batch1;
OBPName: MAH 501 internal testing;
Organisationld: 2;

26/11/2022 22:14:22 | Scanned serialised pack - verified

CountryCode: GB;

Country: United Kingdom;
CredentialName: Verification;
EntityType: Pack;

Information: Scanned serialised pack - verified;
IsSuccess: True;

OBPName: MAH 501 internal testing;
OBPOrganisationld: 2;

OperationCode: 11110100;
Organisationid: 17;
QrganisationMame: Origimed;
OrganisationType: VerificationProvider;
ProductMame: E2E Testing;
StoredBatchExpiryDate: 241018;
StoredBatchld: batch1;
UserAppVersion: 1.0;

26/11/2022 22:18:40 | Scanned serialised pack - wrong batch format

BatchExpiryDate: 241018;

Batchld: batch1§;

CountryCode: GB;

Country: United Kingdom;
CredentialName: Verification;
EntityType: Pack;

ErrorCode: ABS,

IsSuccess: False;

NotificationlD: GB-LSZ-HGQ-ECA-AXZ-QX9;
OBPNarme: MAH 501 internal testing;
QBPQrganisationld: 2;

OperationCode: 61020006;
QOrganisationld: 17;

OrganisationName: Origimed;
QOrganisationType: VerificationProvider;
ProductMame: E2E Testing;
StoredBatchExpiryDate: 241018,
StoredBatchld: batch1;
UserAppVersion: 1.0;

For discussion only — do not distribute
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Reports — Pack Audit Trail Report

e This Report list all the audit events related to a
serialised pack for a specified GTIN and Serial
Number.

* The report can be used as part of an

investigation into a failed alert part of the
market surveillance activity.

TRVST

Report Header
Report Type Pack Audit Trail Report
Report Name Pack Audit Trail Repaort

Date Requested (UTC)

16/02/2023 13:25:34

Product Code Scheme GTIN
Product Code 98102185879503
Pack Serial Number pack1

26/11/2022 22:08:41

New Pack Created

PPDCRQMO0501005012022330cb1b16cbd5d648aBad2974 7d355d3b6e. crod/wlOychHsm 1 IF20QKFZNV2w=

‘ Report Details

Batchld: batchi;
OBPName: MAH 501 intemal testing;
Organisationld: 2;

26/11/2022 22:14:22

Scanned serialised pack - verified

CountryCode: GB;

Country: United Kingdom;
CredentialName: Verification;
EntityType: Pack;

Information: Scanned serialised pack - verified;
IsSuccess: True;

OBPName: MAH 501 intemal testing;
OBPOrganisationid: 2;

OperationCode: 11110100;
Organisationld: 17;

OrganisationName: Origimed;
OrganisationType: VerificationProvider;
ProductName: E2E Testing;
StoredBatchExpiryDate: 241018;
StoredBatchld: batch;
UserAppVersion: 1.0;

26/11/2022 22:18:40

Scanned serialised pack - wrong batch format

BatchExpiryDate: 241018;

Batchld: batch1§;

CountryCode: GB;

Country: United Kingdom;
CredentialName: Verification;
EntityType: Pack;

ErorCode: ABE;

IsSuccess: False;

Notification|D: GB-LSZ-HGQ-ECA-AXZ-QXS,
OBPName: MAH 501 intemal testing;
OBPOrganisationid: 2;
OperationCode: 610200086;
Organisationld: 17;
OrganisationName: Origimed;
OrganisationType: VerificationProvider;
ProductName: EZE Testing;
StoredBatchExpiryDate: 241018;
StoredBatchld: batch1;
UserAppVersion: 1.0;

For discussion only — do not distribute
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Reports - Product Catalogue Report

* This Report lists list of all products currently stored in Report Header
the product catalogue belonging to your organisation. Report Type Product Catalogue Report
Report Name Product Catalogue Report
Date Requested (UTC) 16/02/2023 13:20:44
* The report can be used to check Product Master Data Start Date & Time (UTC) 16/01/2023 09:00:00
Product Code -

exists prior to uploading batch information.

Report Details

. ! TRVSTVax COVID-19 | Suspension for
HAMeTa o | ooy (1| ooy | voze | SV TR i POKTED | e 8 B i 1201600 07803 10006845
&ing NAME Injgction
WAHSIIMEM. e (apronestts |5 | 19nua0es | 18022 | E2 Tesig Comontare 0 GTN | oo pun (a0 |m (MPUCMOR  |20oe 12345678 12348678
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Reports — Stakeholder Aggregate Report(1)

This powerful report is downloaded as CSV into Excel and contains PivotTable fields that allows the user to Summarise and analyse data.

It consists of the following tabs:

TRVST

© 2023 TRVST.

* Product Verification per month. * Response Codes by Product.

|Number of verifications Month v Number of verifications Response -

|Product 01/03/2023 (blank) Grand Total Product ~ Invalid Suspect Valid (blank) Grand Total
|GTIN - 10637003850140 - Unknown 1 1 GTIN - 10637003850140 - Unknown 1 1
|GTIN - 12283960211869 - Unknown 1 1 GTIN - 12283960211869 - Unknown 1 1
|GTIN - 12527328177689 - Unknown 1 1 GTIN - 12527328177689 - Unknown 1 1
|GTIN - 98102185879505 - Unknown 276 276 GTIN - 9102185879508 - Unknown 99 1 276
|GTIN - 7272603828178 - Unknown 7 7 GTIN - 72726038281781 - Unknown 1 6 7
|GTIN - 61381740801524 - Unknown 290 290 GTIN - 61381740801524 - Unknown 61 209 290
|PPN - 4374375485 - Unknown 1 1 PPN - 4374375489 - Unknown 1 1
|GTIN - 02123953700204 - Unknown 3 3 GTIN - 02123953700204 - Unknown 1 2 3
|GTIM - 33371335368171 - Unknown 1 1 GTIN - 3371335368171 - Unknown 1 1
|GTIN - 05415062308677 - Unknown 1 1 GTIN - 05415062308677 - Unknown 1 1
|GTIN - 07612345000206 - Unknown 12 12 GTIN - 07612345000206 - Unknown 7 5 12
|GTIN - 66942547631346 - Unknown 5 ) GTIN - 66942547631346 - Unknown 5 5
|GTIN - 98102185879503 - OBP 1 Demo Product 6488 6488 GTIN - 96102155879503 - OBP 1 Demo Product 810 5013 665 6488
|GTIN - 85698569866123 - COVID-19 Vaccine TR' 71 71 GTIN - 5698569866123 - COVID-19 Vaccine TR 8 51 12 71
|GTIN - 98102185879510 - OBP 1 Demo Product . 66 66 GTIN - 98102185879510 - OBP 1 Demo Product 22 44 66
|GTIN - 98102185879527 - OBP 1 Demo Product 3054 3054 GTIN - 9802185879527 - OBP 1 Demo Product 995 2059 3054
|(blank) (blank)

|Grand Total 10278 10278 Grand Total 2035 7366 677 10278

All rights reserved including the TRVST logo




Reports — Stakeholder Aggregate Report(2)

* Response Codes by Batch.

Number of verifications Response |~ |
Product - Batch ID E| Invalid Suspect Valid (blank) Grand Total
=GTIN - 10637003850140 - Unknown 1 1
000000 1 1 ofverifications
=IGTIN - 12283960211869 - Unknown 1 1 45
000000 1 1
40
=GTIN - 12527328177689 - Unknown 1 1
999999 1 1] ¥
=GTIN - 98102185879508 - Unknown 7 9 16 °
batch1 1 3 4] 55
batch3expired 1 1
batch2 1 1 20 Responss =
(blank) 4 6 10 = (blank)
15 Valid
= GTIN - 72726038281781 - Unknown 1 6 7 = Suspect
batch 1 6 7 10
mInvalid
=GTIN - 61381740801524 - Unknown 6 10 16 3 I I I I I I I I I I I I I
I;atc:; f 5 :u-.-.-_l.-- (Ll olean.. == i I . ;
atc S S g romoTrrTnoNSERIT RN oo e S0 o = o
(lank) 3 5 s EEEEISEEESECGERCRCETEUREEREsEEETEEESE
ngnﬂsgﬂﬂggﬁﬂ—ﬂﬁgm:}nxgﬁ I E 2S5 85 =2 1oz o032
& o 3 B A s & =20 a £ 3 3 a £
= PPN - 4374375489 - Unknown 1 1 5 - @ & 5 @a g % g g
batchld2 1 1 B c = =R - B 3 2
g e = g =
= a a
=GTIN - 02123953700204 - Unknown 1 2
164PL4TS 1 2 3 ProductMame ~ BatchID = d=
=IGTIN - 33371335368171 - Unknown 1 1
batch1 1 1
=1GTIN - 05415062308677 - Unknown 1 1
FW5952 1 1
= GTIN - 07612345000206 - Unknown 2 1 3
SCB1CH 1 1 2
SCB2CH 1 1
=1GTIN - 66942547631346 - Unknown 1 1
TestD72CAZ2145F 1 1
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Reports — Stakeholder Aggregate Report(3)

* Cumulative Scans by Response.

Cumulative Scans by Resf Response E
Month E Invalid Suspect Valid (blank) Grand Total
01/05/2022 134 49 41 224
01/06/2022 3151 1849 1304 6304 Cumulative Scans by Response
(blank) 3500
Grand Total 3285 1898 1345 6528
3000
2500
2000 Gl
e |1 valid
== Suspect
1500 Valid
e (bl ank )
1000
500
0
01/05/2022 01/06/2022 (blank)
Month
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Reports — Stakeholder Aggregate Report(4)

* Response by Product per Country.

Response by Product per Country Country - Response |Z|
~IGermany ='United Kingdom ='France =Iltaly ~'Monaco -/Pakistan = Slovenia ='United 5t -/{blank) Grand Total
Product - Batch 1D E Invalid Valid Suspelnvalid Valid  Suspect Invalid Valid Suspect Invalid Valid Suspect Invalid Suspect Invalid Suspect Invalid Valid Suspect Invalid Invalid Valid Suspect (blank)
=IGTIN - 55763685473728 - Covid Vaccine
batch000 6
batch1 18 9 9 14 50
batch2 4 7 12
batch2$ 2 2
batch3 2 2
batchexpired2 4
expiredbatch 3 3
batch15 4 8
(blank) 15 12 14 1 12 8 43 M 374 9 8 15 852
ZIGTIN - 00122273084355 - Covid Vaccine
batch1 651 139 299 19 9 10 1 1 285 62 319 19 1 21 1816
batch2 1M 19 4 76 128 3 20 361
batch1234 28 28 139 139 1 1 336
batch25 50 85 135
batch3 17 33 50
batchexpired2 178 56 3 7 1 245
expiredbatch 35 30 86 86 1 2 2 242
123185%8%2F (=7, -_ 4 4
AAA123 4 4
batch15 66 66 46 46 B8 5 237
batchMotFound 10 10 6 2 28
241000 1 1 2
241018 1 1 2
(blank) 6 2 2 1 g3 g3 6 6 1 6 6 1 1 26 26 8 8 212
=IGTIN - 00122273084350 - Unknown
(blank) 4 4
=IGTIN - 55763685473700 - Unknown
(blank) 1 1
=IGTIN - 55763685473701 - Unknown
(blank) 1 1
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Reports - Transactions by Transaction Type Metric
Report

This report lists the count of transactions per transaction type for various categories of transactions over a specified period.
The report provides statistics on the number of product data and pack data uploads and verifications received from the TRVST. It supports the following transaction
types:

* Product Master Data Uploads from TRVST

* Product Master Data Downloads Report Details
* Product Pack Data Uploads from TRVST
* Reports Created IﬂﬂﬂCﬂWTTVPO TTraﬂsat:tlorlccnum ;alla: lS}:coum
. ransaction \pe ransaction Count alled Count
Reports Ret'urned . . . ] Product Master Data Upload 62 0
* The report includes information about the number of exceptions that are related to each transaction Product Pack Data Upload ] 7
* type. The inclusion of exceptions provides counts of successful and unsuccessful transactions. Product Verificaions 1385 104
Serialised Pack Verifications 2538 946
b )

Report Header

Report Type

Report Type

Report Name

Report Name

Date Requested (UTC)

Date Requested (UTC)

Start Date & Time (UTC)

Start Date & Time (UTC)

End Date & Time (UTC)

End Date & Time (UTC)

Report Type

Transactions by Transaction Type Metric Report

Report Name

Transactions by Transaction Type Metric Report

Date Requested (UTC)

08/06/2022 13:33:44

Start Date & Time (UTC)

09/05/2022 13:33:00

End Date & Time (UTC)

08/06/2022 13:33:00

TRVST

The first table in this report details
parameters entered or selected by the
report requester before the report was
generated. Report output is based on this
information.
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Date Requestad (UTC)

02 2/2022 08:43:11

From Date (UTC}

01/11/2022 08:43:00

Reports — Verification By Product Audit Trail Report

This report provides an audit log of all verification requests happening in a country

Report Header
| Report Typs '\.l'eﬁﬁcat:ons By Product Audit Trai Report
Report Name Verfications By Product Audi Trad Repart The first table in this report details

parameters entered or selected by the

To Date (UTC) Dan2/z0ez 054200 report requester before the report was
Product Code Scheme GTIN . .
Eroduct Code OizEaTIoEAsEE generated. Report output is based on this
Eafch Murmiber information.
Serial Number & Batch Id associated to specified Product code Vegffication Response Code and message
Date and time when the Location (Lat & long of Verification
product was created(uploaded). w K &
Report Details
0aV11/2022 16:53:37 e baich1 51.3354 07420 11110100 Scanned serialised pack - verified irue
0aV 112022 16:58:21 il batch1 51.3354 07420 11110100 Scanned serialised pack - verified trwe
02/ 11/2022 16:58:48 sSN22ZE 51.3254 07425 S1C020011 Scanned seralised pack - wrong seral numiber formeat fal==
0871142022 17:00:44 SN 51.3354 07428 §1020011 Scanned serialised pack - wrong serial number format fals=
Car11/2022 17:01:57 =ns 51.3354 07420 S1020011 Scanned serislised pack - wrong serisl number fomat fal=e
117112022 14:21:26 sn22 batch1 51.3354 07420 41020001 Scanned serialised pack - no serial number match fals=
11/11/2022 14:53:10 Sn3 batch1 51.3354 07428 51020011 Scanned serialised pack - wrong serial number format fals=
11/11/2022 14.58:54 Sns baich1 51.3354 07420 51020011 Scanned serialised pa wrong serial number format false
11/11/2022 14:50:08 Zn3 batchi 51.33254 07420 1020011 Scanned se ed pa wrong seral number format fal=e
1171102022 15:02:21 sn55 batch1 51.3354 07420 41020001 Scanned serialised pack - no sarial number match fals=
11/11/2022 15:03:03 sni1i batch1 51.3354 07428 41020001 Scanned serialised pack - no s=rial number match fals=
117112022 15:03:18 sn11 batch1 51.3354 07420 41020001 Scanned serialised pack - no serial number match false
11711/2022 15:05:36 - batch1 51.3354 07420 11110100 Scanned serialised pack - verfied true
1171172022 15:05:42 snii 51.3354 07420 41020001 Scanned serialised pack - no serial number match falz=
11/11/2022 15:08:05 snii {ibatohilid} 51.3254 07420 41020001 Scanned serialised pack - no serial nurnber match hr=1=]
117112022 15:08:19 sn11 {ibatch3id} 51.3354 07420 41020001 Scanned serialised pack - no serial number match false
1171172022 15:08:22 sn11 batchZid) 51.33254 07428 41020001 Scanned serialised pack - no s=risl number match fals=
117112022 15:14:25 sn11 batch1 51.3354 0.7420 41020001 Scanned serialised pack - no serial number match false
11711/2022 15:14:37 snil batche? 51.3254 07420 41020001 Scanned serialised pack - no serial nurnber match fal==
117112022 15:15:32 sn11 batch2? 51.3354 07420 41020001 Scanned senialised pack - no serial number match fals=
11/11/2022 15:15.37 snii batchz22 51.3354 07420 41020001 Scanned serialised pack - no sarial number match falze
11/ 112022 15:17:17F pack1 batch1s 51.3354 07420 51020006 Scanned serialised pack - wrong bateh format false
11/11/2022 18:14:33 packi batch15 51.3354 0.7429 1020006 Scanned senalised pack - wrong batch format false
11/11/2022 18:16:13 packl batchZ 51.3354 0.7420 41020003 Scanned serialised pack - no batch match falz=
11711/2022 12:18:27 pack batcha £1.3354 07420 41020002 Scanned serislised pack - no batch match falze
11/ 1102022 18:16:50 packl batch1 51.3354 07420 S1020007 Scanned serialised pack - wrong expiry date format false
11/11/2022 12:17:56 packi batchi 51.3354 07420 S1020007 Scanned seralised pack - wrong expiry date format false
117112022 18:18:11 packl batch1 51.3354 0.7420 51020007 Scanned serialised pack - wrong expiry date format false
11711/2022 18:20:43 packl batch1 51.3354 0.7428 41020005 Scanned seralised pack - no expiry date match falz=
117112022 18:22:05 packl batch1 51.3354 0r420 41020005 Scanned senalised pack - no expiry date match false
/1172022 18:22:18 packi batch 51.3354 07420 41020005 Scanned seralised pack - no expiry date match falce
F112022 18:23:13 packMotFound batch £1.2354 07420 41020001 Scanned serialised pack - no serial nurnber match fal=e
I/ 2022 22:22:48 - batch 51.3354 07428 110100 Scanned serialised pack - venfied true
F11/2022 22:55:50 == batchS 51.3354 07420 110100 Scanned serialised pack - verified tree
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Dashboard Administration:
SPOC Management




SPOC User Administration Setup

FETTTIIZSSIIT]
L v"  Access allowed to all data or full functionality
"  Access allowed to data owned by or granted to participant
Aole / Organisation Type / L ¥  Access allowed to specified data (e.g. Active in region for specified GTINS)
TRVST Data Sharing Access & System Permissions P Access allowed on an alert basis (for owned data, or data granted access to)
£* Organization is referrenced in the EPCIS message (One-up, One-down)
Country Authority Access by explicit permissions from the data owner
CASPOC  CA Monitor No Access/Not Applicable
Authentication

Home v v

Dashboard (Failed Verification) ¥ ¥

Dashboard [(Suspect Activity) ¥ ¥

Dashboard (Visualisation) v v
™
]

'5 Dashboard (Metric Reports) v v
(=1

-E Reports v v
o
o

E User Administration v
[1-]

(] User Roles/Permission Settings
—
w

= Documents ¥ v’
(==
=

User Settings v v

Change Password v v

Organisation Administration

Client Credentials

APl Scopes [iA A
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Country Authority SPOC
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How Is a SPOC Setup

* ASPOC s setup on the Dashboard by Solidsoft Reply using the Point of Contact information previously provided to TRVST Org by the Country Authority

* If details haven’t been provided please contact Trvst Org and provide the following information:-
* Organisation,
*  Country (if applicable)
* Contact Level (up to 3 Points of contact can be provided (Primary, Secondary, Tertiary)
* Full Name
* Role
* Email Address
* Contact Telephone No.
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How Is a SPOC Setup

* Once the Country Authority SPOC has been created on TRVST they will
receive Registration email to complete the setup of their account.
* The email is valid for 45 days

* The Country Authority SPOC then clicks on the link to complete their
registration

Prod] TRVST - User Account Onboarding inbex =

TRVST <preprd-dadhbgard@trvstdhp.orgs

tome =

Dear Country Authority SPOC

Your TRVST user account has been created with the following and temporary p:

Username: countryauth999@gmail.com
Password: KsrFY70#

To complete your registration, click here

You will be asked to change your password in order to activate your account. Please note that your password must be at least 8 characters long with at least one of each of the following types of character:

= Uppercase characters
* Lowercase characters
= Digits and Non alphanumeric characters (15%8=+@#.-_)

You will also be asked to provide or amend your user profile details and accept the TRVST usage policy.

This registration link will expire in 45 days.

Kind regards
TRVST Support Team

This is an automated message - please do not reply directly to this email.
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SPOC User Onboarding — Setup Password

* The Country Authority SPOC & english~
* Enters the temporary password _I'R Sr
provided in the registration i e
email and creates and confirms a et
new password. Confirm User Account
* Then clicks on the captcha
before pressing Continue button.

* Temporary Password
* Password

* Confirm Password

Note that your password must be at least 8 characters with at least 1 character from the following types:

Uppercase characters
Lowercase characters
Digits and Non alphanumeric characters (!$%&=+@#.- )

\/ I'm not a robot Q

reCAPTCHA
Privacy - Terms

Continue

-{' REPLY Copyright © Solidsoft Reply 2023 Environment : Pre Prod Build Number : 2.1.23076.1 Release : R2.1
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SPOC Onboarding — Confirm account

* The Country Authority SPOC:
* \Verifies the information before
confirming the user account.
* Selects the Notification
Preference — email. Confirm User Account
* Then presses Continue button. Title

@ English ~

* First Name Country

* Last Name Autharity SPOC

Email Address countryauth999@gmail.com

Organisation UK Org

* job Title

Phone Number ST +44 7985 622904

k[
AR

Notification Preferences Email X

Continue
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SPOC User Onboarding — Terms & Conditions

@ English ~

* The County Authority SPOC needs to
read and accepts the Terms and e e Ao
Conditions befo re the registration is Please read and accept the following terms and conditions:

All TRVST Dashboard - Authorized User Terms of Use

ty & Verification System
h

COI I 'pleted . Waelcome to the TRVST Dashboard — the central core of the TRVST which aims to strengthen the national system for verification of health
products.
These Terms of Use set out the terms, including in relation to confidentiality, that you must camply with to access and use the TRVST
Dashboard. We've developed these Terms of Use in the form of questions and answers. Please do read these carefully before accessing

and using the TRVST Dashboard.

By confirming vour account when you first register and access the TRVST Dashboard, you agree to these Terms of Use. Your access and use
of the TRVST Dashboard will be treated as your continuing acceptance of these Terms of Use.

What personal information do we collect about you?

When you register with the TRVST, we will ask you for certain limited personal information (such as your name, title, email address and
employer). We use this information solely to verify your identity for the purposes of your access and use of the TRVST, to communicate
with you and your organization, and to provide, administer and ensure the security of the TRVST. By confirming your account with the
TRVST, you consent to the processing of your personal information for these purposes in accordance with UNICEF's Privacy Policy
available at hitps://login-preprd.trvstahp.org/Documents.

Who iz providing the TRVST Dashboard?

The TRVST Dashboard is provided by UNICEF, in its role as “TRVST Org”, through its contracted service provider. References to “we” or “us”
in these Terms of Use means TRVST Org.

-~ | agree to the Terms and Conditions

Confirm Registration

Build Number :

&@F English —

Traceability & Verification System

* Press the Login button to access the e
Traceability & Verification Portal. ey

User account registration successfully completed

The account is active and you are now able to login into the Traceability & Verification System Portal.

L n

X" REPLY Copyright ® Solidsoft Reply 2023 Environment : Pre Prod Build Number : 2.1.23076.1
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Logging into Dashboard as a SPOC

The Country Authority SPOC enters the @ Engiish -
Username & Password to access the

Traceability & Verification Portal. | R S |

Traceability & Verification System
for Health Praducts

TRVST operates an extra layer of
protection beyond username and

Authorised Users Only

User Name

password to ensure security of online

accounts via (two-factor authentication).
* Select Email or SMS.
* Press Send Code button.

Sign In

Forgotren password?

You can find more information about TRWST in the Documents

Repository

@ English ~

TR

Authorised Users Only

How do you want to receive the Authorisation Code?
Options:

smMs

Set this as your pi for future

(This can be changed In settings)

X" REPLY Copyright ® Solidsoft Reply 2023 Environment : Pre Prod Build Number : 2.1.23076.1 Release : R2.1
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Logging into Dashboard as SPOC User — 2FA

[IQE] TRVST - Authorisation Code inbox =
The Country Authority SPOC will receive
. . . . TRVST <ige-dashboard@trvstdhp.org>
an authorisation code by email or SMS. ‘& .-~
e Enter the Authorisation Code and S
preSS Continue' Your authorisation code is: 902807

Kind regards,
TRVST Support Team

This is an automated message - please do not reply directly to this email.

TR ST

Traceability & Verification System
for Health Products

Authorised Users Only

Please enter your Authorisation Code

Build Number

X' REPLY Copyright © Solidsoft Reply 2023 Environment : Pre Prod
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Successful Login to Dashboard for SPOC User

* Now the County Authority SPOC has successfully
logged into the Dashboard they will be able to see
the Home Page

Uk Org Traceability & Verification System Welcome countryauth999@gmail.com ©

6 Engiish - for Health Products Not countryauth@99@gmail.com? Please logout

Home

RVS

Traceability & Verification System CHANGE YOUR PASSWORD HELP AND ADVICE

for Health Products

It's recommended that you change your password on a regular basis to ensure that your account remains secure. You can find more information about TRVST in the Documents Repository.
Home New passwords must be 8 characters long with at least 1 character from the following types: If you have any feedback please send an email to trvst.feedback@reply.com.
Dashboards *  Upper case characters

*  Lower case characters
Reports

*  Numbers
Users

* Special Characters 1$%&=+@#.-_
Documents

Change Password

Logout

I I z E I © 2023 TRVST. Allrights reserved including the TRVST logo




Country Authority SPOC User
Management




Edit User

# To edit a select the edit icon in the

row of the table for the user you et bseruniieckingdom@example.corn
wish to edit. Make the necessary - -

changes and press the Update

Button to confirm the changes. e e

* Last Name Green

* Email Address unitedkingdom@example.com

Job Title Officer
* Rales Administrator X

Administrator: Grants the user the full set of permissions for their organisation

Note
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uspend User

@ To suspend a user, select the reinstate
icon in the row of the table for the user
you wish to suspend and press the
Suspend button to confirm. suspend User

Do you want to suspend the user account for Miss Jessica Green with email

unitedkingdom@example.com?

cation System Welcome countryauth999@gmail.com

for Health Products Not countryauth989@gm. lea:

—I_RVSI— Home > Users

Traceability & Verification System Users £ Filtered ~
for Health Products
Job Title Notificat... Creation Date (UTC) Last Access (UTQ)
Home Allw All = All~
Dashboards Country Authority CountryAuth123@gmail.con Country Authority M. Inviced Administrator 03/04/2023 12:56:09 P |
Country Autherity SPOC countryauthg99@gmail.cor Country Authority M. Email Active Administrator 03/04/202313:03:48  03/04/2023 13:09:31 rad
Reports Miss essica Green unitedkingdom@example.co Officer Suspended  Administrator 03/04/2023 12:21:40 SO80
Users
Documents
settings
Change Password
Logout Previous page Prge 1 of 1 10rows v ext page
Create New User
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Reinstate User

To reinstate a user (following account

E} suspension), select the reinstate icon in
the row of the table for the user you
wish to unlock and press the Reinstate
button to confirm.

TRVST

TRVST

Traceability &Verification System
for Health Products

Home
Dashboards
Reports

users
Documents
Settings

Change Password

Logout

Home > Users

Reinstate User

Do you want to reinstate the user account for Miss Jessica Green with email

unitedkingdom@example.com?

Welcome countryauth999@gm.

for Health Not countryauth999@gr

Users

Country Authority
Country Authority SPOC

Miss Jessica Green

Create New User

£ Filtered ~
Job Title Notificat... Creation Date (UTC) Last Access (UTQ)
Allw Allw Allw
CountryAuthi23@gmail.con Country Authority M. Inviced Administrator 03/04/2023 12:56:08 - |
countryauth998@gmail.com Country Authority M. Email Active Administrator 03/04/202313:03:48  03/04/2023 13:09:31 rd
unitedkingdom@example.ct Officer Active Administrator 03/04/2023 12:21:40 SFOPLPTE

Poge 1 ofi

10rows v
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Resend emaill invitation

4 Toresend email invitation so
that a user can complete their
user registration select the
resend invitation icon in the row
of the table for the relevant Resend Invitation
user and press the Re-invite
button to confirm.

Do you want to resend the invitation email to the user account for Country Authority with email
CountryAuth123@gmail.com?

m Cancel

Traceability & Verification System Welcome countryauth99s@gmail.com €

6 English ~ for Health Products

Not countryauth939@gmail

Home > Users A new invitation email has been sent to
I I z E I ‘CountryAuth123@gmail.com'.

Traceability & Verification System Users 2 Filtered
for Health Products
Job Title Notficar..  Status Creation Date (UTC) Last Access (UTC)
Home All = Al Allw
Dashboards Country Authority CountryAuth 23@gmail.con Country Authority M. Invited Administrator 03/04/2023 12:56:09 Y |
Counry Authority SPOC countryauth999@gmail.corr Country Authority M. Email Active Administrator 03/04/2023 13:03:48  03/04/2023 13:09:31 rd
Reports Miss Jessica Green unitedkingdom@example.co Officer Active Administrator 03/04/2023 12:21:40 SFOLPE
Users
Documents
Settings

Change Password

EORCLE 10rows v

Create New User
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Force Password Reset

p To force user to reset their
password select the resend
invitation icon in the row of the
table for the relevant user and
press the Force Reset button to
confirm. Force Password Reset

Do you want to force the user Miss Jessica Green with email unitedkingdom@example.com to reset

their password?

I I zvs I © 2023 TRVST. Allrights reserved including the TRVST logo




Delete

# Todelete a user select the
delete icon in the row of the
table for the relevant user and
press the Delete button to
confirm.

Confirm Delete

Do you want to delete the user with email unitedkingdom@example.com?
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Dashboard User Onboarding by
Country Authority SPOC




Creating Users

For discussion only — do not distribute © 2023 TRVST. Allrights reserved including the TRVST logo 96




Country Authority SPOC Homepage

Information needed before setting up users UKorg. Traceability & Verification System Welcome countryauth999@gmailcom €
includes:- 4 English - for Health Products

* Title,

*  First Name TRVSF .

Traceability & Verification System CHANGE YOUR PASSWORD HELP AND ADVICE
* Surname

for Health Products

. It's recommended that you change your password on a regular basis to ensure that your account remains secure. You can find more information about TRYST in the Documents Repository.
* Email Address

* Phone No (used for 2 FA)
« Job Role/title B

Reports

*  Numbers
< Users

*  Special Characters 1$%&=+@#.-_

Not countryauth399@gmail.com? Please logout

Home New passwords must be 8 characters long with at least 1 character from the following types: If you have any feedback please send an email to trvst.feedback@reply.com.

*  Upper case characters

*  Lower case characters

Documents

Change Password

Logout

* To create a user, firstly select ‘Users’ menu
item.

I I z E I © 2023 TRVST. Allrights reserved including the TRVST logo




Setting up Users by Country Authority SPOC

° Press Create New User MAH 510 internal testing y = Welcome obpspoct
English ~ for Health Products Not obpspoc123@gmail.com? Please logout
WVSI— Home > Users
Traceability & Verification System Users Q& Filtered ~

for Health Products

Job Title Notificat... Status Creation Date (UTC) Last Access (UTC) Actions
Home Allv All = All~
Dashboards OBP SPOC Onboar obpspoc123@gmail.com OBP Manager Email Active Administrator 24/03/2023 09:20:27  24/03/2023 09:31:19 rd
Reports
Users

Client Credentials

Track and Trace Portal

Documents

Settings Previous page Page 1 of 1 10rows Next page
Change Password < Create New User

Logout
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User Management - Create User

* Provide the following Information to set up users:-
° Titlel Create New User
* First Name
* Surname Tie County Authorty
*  Email Address « st Name Counrytorty
*  Phone No (used for 2 FA) * LastName Monior Usr
* Job Role/title + mai Addess ———

* Add Notes. o e S
* Select the role from the drop e P
* Dashboard for Verification Only e e e
(Monitor) role

New User

e Traceability & Verification System B

@ English - for Health Products Not countryauth999@gm

*  Press Create button.

User usercountryauth@gmail.com successfully created and

Home > Users
I I ! S I invited to onboard
n Syste

Users W Filtered v
Creation Date (UTC) Last Access (UTC)
Home e v v
Daehboards 2 c " nviced 031042023 12:56:08 740
onicor User Usercouniryauth@gmailcor Country Authorisy M nviced 0310412023 1409:02 P
Reports c MEmal A 031042023 130348 03/042023130931
unitedkingdom@erample.c Offcer A 031042023 1221140 ;0P
Users
Documents
Settings
Change Password
Logout P Poge 1 of 1 10rows v
Create New User
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User Management — User Created

The new User is listed with an - . —
. . . rg T bility & Verificati Syst Welcome countryauth999@gmail.com
Invited status and Invitation ® coaien - raceantlity i arication system

for Health Products Not countrvauth999@gmail.com? Please logout

email has now been sent to

Home > Users User usercountryauth@gmail.com successfully created and X
invited to onboard
the new user. [RVS]

Traceability &Verification System Users \ it
for Health Products
Job Title Notificat... Status Creation Date (UTC) Last Access (UTQ)

Home Allw Allw Allw
Dashboards Country Authority CountryAuthl23@gmail.con Country Authority M. Invited Administrator 03/04/2023 12:56:09 - |

Counry Authority Country Authority Monitor User usercountryauth@gmail.cor Country Authority M Invited Monitor 03/04/2023 14:09:02 A |
Reports Country Authority SPOC countryauth999@gmail.corr Country Authority M. Email Active Administrator 03/04/202313:03:48  03/04/2023 13:08:31 P4

Miss Jessica Green unitedkingdom@example.ci Officer Active Administrator 03/04/2023 12:21:40 FOLPE
Users
Documents
Settings
Change Password
Logout - Page 1 of 1 10rows ¥ ext p

Create New User
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Dashboard User
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New Dashboard User Onboarding — Registration Email -
Change

* Once the new user has been created on TRVST they will receive [IQE] TRVST - User Account Onboarding e x
Registration email to complete the setup of their account.
* The email is valid for 45 days

. TRVST <ige-dashboard@trvstdhp.orgs
tome «

ar OBP TestUser2

* The new user then clicks on the link to complete their registration

user account has bean created with the following username and temporary password:

Username: maho
Password: .cZy7RR5

stuser@gmail.com

To complete your registration, click here.

You will be asked to change your password in order to activate your account. Please note that your password must be at least 8 characters long with at least one of each of the follow

« Uppercase characters
« Lowercase characters
« Digits and Non alphanumeric characters (15%&=+@#.-_)

You will also be asked to provide or amend your user profile details and accept the TRVST usage policy.

This registration link will expire in 45 days.

Kind regards,
TRVST Support Team

This is an automated message - please do not reply diractly to this email.

( “ Reply ) (r} Forward)
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New Dashboard User Onboarding — Setup Password

e The new user & Engish -
* Enters the temporary password | R S |
provided in the registration Traceability & Verification System

for Health Products

email and creates and confirms a
new password.
* Then clicks on the captcha

e —
before pressing Continue button. fhmn oo |
.

* Confirm Password

Confirm User Account

* Temporary Password

Note that your password must be at least 8 characters with at least 1 character from the following types:

Uppercase characters
Lowercase characters
Digits and Non alphanumeric characters (!$%&=+@#.- )

\/ I'm not a robot g

reCAPTCHA
Privacy - Terms

Continue

Y Copyright © Solidsoft Reply 2023 Environment : Pre Prod Build Number : 2.1.23076.1 Release : R2.1
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New Dashboard User Onboarding - Change

* New User: & English~
e Verifies the information before I R S I
confirming the user account. Traceabilty & Verification System
.o . for Health Products
¢ Selects the Notification
Preference — email_ Confirm User Account
* Then presses Continue button. Title

* First Name Verification

* Last Name User

Email Address obpmonitor@gmail.com

Organisation MAH 510 internal testing

* Job Title OBP Monitor

Phone Number

Notification Preferences

Continue

%' REPI'.Y Copyright © Solidsoft Reply 2023 Environment : Pre Prod Build Number : 2.1.23076.1 Release : R2.1
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New Dashboard User Onboarding — Terms & Conditions

@ English -

* The new user needs to read ‘a!'\d TR ST
accepts the Terms and Conditions L e

before the registration is completed. s e

Please read and accept the following terms and condition:

All TRVST Dashboard - Authorized User Terms of Use

Welcome to the TRVST Dashboard — the central core of the TRVST which aims to strengthen the national system for verification of health
products.

These Terms of Use set out the terms, including in relation to confidentiality, that you must camply with te access and use the TRVST
Dashboard. We've developed these Terms of Use in the form of questions and answers. Please do read these carefully before accessing

and using the TRVST Dashboard.

By confirming your account when you first register and access the TRWST Dashboard, you agree ta these Terms of Use. Your access and use
of the TRVST Dashboard will be treated as your continuing acceptance of these Terms of Use.

What parsonal information do wa collact about you?

When you register with the TRVST, we will ask you for certain limited personal information (such as your name, title, email address and
employer). We use this information salely to verify your identity for the purposes of your access and use of the TRVST, to communicate
with you and your organization, and to provide, administer and ensure the security of the TRVST. By confirming your account with the
TRVST, you consent to the processing of your personal information for these purposes in accordance with UNICEF’s Privacy Policy
available at https://login-preprd trvstadhp org/Documents.

Whe is providing the TRVST Dashboard?
The TRVST Dashboard is provided by UNICEF, in its role as “TRVST Org”, through its contracted service provider. References to “we” ar “us”
in these Terms of Use means TRVST Org.

-~ | agree to the Terms and Conditions

Confirm Registration

ft Reply 2C

@ English

* Press the Login button to access the
Traceability & Verification Portal. T R

Confirm User Account

User account registration successfully completed

The account is active and you are now able to login into the Traceab ication System Portal.

—X"REPLY Copyright ® Solidsoft Reply 2023 Environment : Pr Build Number : 2.1.23076.1
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Logging into Dashboard as OBP User - Change

@ English ~

* The new user enters the Username &
Password to access the Traceability &
Verification Portal.

Authorised Users Only

User Name

* TRVST operates an extra layer of
protection beyond username and
password to ensure security of online
accounts via (two-factor authentication).

* Select Email or SMS.
* Press Send Code button.

—=X"REPLY Copyright ® Solidsoft Reply 2023 ironment : Pre Prod Build Number : 2.1.23076.1 Release : R2.1

@ English ~

Authorised Users Only

How do you want to receive the Authorisation Code?

Options:

Set this as your preference for future authentications? Bl

(This can be changed In settings)

—X"REPLY Copyrigh lidsoft Reply 2023

Build Number : 2.1.23076.1 Release : R2.1
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Logging into Dashboard as Country Authority User

. . [ITE] TRVST - Authorisation Code inbox x
e The new user will receive an

authorisation code by email or SMS. R - cosrtomrienatitp.og>
* Enter the Authorisation Code and
press Continue.

Dear user,
Your authorisation code is: 674134

Kind regards,
TRVST Support Team

This is an automated message - please do not reply directly to this email.

@& English~

TR ST

Traceability & Verification System
for Health Products

Authorised Users Only

Please enter your Authorisation Code

An access code has been sent to your registered email address.
The code must be used within the next 5 minutes.

If you haven't received an email or the code expired, click the link to
receive a new code. Send new code

Code

‘ Start Again ‘ Continue

X' REPLY Copyright © Solidsoft Reply 2023 Environment : Pre Prod Build Number : 2.1.23076.1 Release : R2.1
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Settings
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Settings

UK Org

. Welcome coumyaud\QQQ@gmail.come
* To changes a user settings user can & cnglish -

Traceability & Verification System

access setting menu

* Update the information and press

the Save settings button.

TRVST

TRVST

Traceability & Verification System
for Health Products

Home
Dashboards
Reports

Users
Documents
Settings

Change Password

Logout

Home > Settings

for Health Products Not countryauth999@gmail.com? Please logout

Settings

Title

* First Name

* Last Name

* Job Title

Phone Number

Notification Preferences

2FA Preference

Country

Authority SPOC

Country Authority Manager

v |+44 7985 622904
Email X

Select...

Save Settings

© 2023 TRVST. Allrights reserved including the TRVST logo




Change Password
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Change Password

+ The ‘Change Traceability & Verification System Welcome test11@solidsoftteam.testinator.com €

for Health Products Not test1 Tisolidsofiream.testinator.com? Please logout

Password’ screen can

be accessed through | RVSI_ -

Traceability & Verification System CHAMNGE YOUR PASSWORD HELP AND ADVICE
the dashboard

for Health Products

It's recommended that you change your password on a regular basis to ensure that your account remains secure. You can find more information about TRYST in the Documents Repository.

by pressing 'Change
Password button'.

Home New passwords must be 8 characters long with at least 1 character from the following types:

Documents * Upper case characters

L Lower case characters

*  Numbers

® Entel’ the email Change Password
address associated togout

with the user accou

that requires a - —_
a S Traceability & Verification System HEmR e e
new password. for Health Products

| Characters |$%&=+@#.-_

— IJchurnems

Not admin@example.com? Please logout

Home > Users > Change Password

* Enter the current
password that is to be
changed.

Change Password

Traceability & Verificati
for Health Products

*Email

* Enter and confirm the
new password.

*0ld Password
Dashboards

* New Password

* Select the ‘Confirm’ Users * Confirm Password

uten ->

Document Repository

Settings
Change Password

Logout
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Forgotten Password
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Forgotten Password (1)

& English -

*  When the user forgets their password
when logging into either the TRVST
Dashboard or Track & Trace Portal then
the user clicks on the forgotten
password link.

TRVST in the Documents

4{' REPLY Copyright ® Solidsoft Reply 2023 2 Build Number : 2.0.22333.1

After th h licked th @ English ~ Traceability & Vheridfication System
. er the user has clicked on the e

forgotten link the user is directed to the TR\/Sl_ Home > Users > Forgot Password

forgotten password page on the TRVST e j B

dashboard. They then need to supply

their email address.

-2 REPLY Copyright © Solidsoft Reply 2023 Environment : ITE Build Number : 2.0.22333.1 Release : R2
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Forgotten Password (2)
[ITE] TRVST - User Account Password Reset  Inbox x
* Message is shown on the dashboard

indicating password reset has been sent
to the user email address.

TRVST <ite-dashboard@trvstdhp.org=>

tome -

Dear user,
You have requested to reset your password to the TRVST Portal.

Please use the following link to reset your password. The link will expire after 2 days.

Traceability & Verification System

for Health Products

Note that your password must be at least 8 characters with at least 1 character from the following types:

mvg Home > Users > Forgot Pasesord
‘ ‘ * Uppercase characters

Traceability & Verification System You have requested a password reset for the account obpuser735@gmail.com. Follow the password reset token and instructions within the email to reset your

for Health Products password. - Lowercase CI‘IEI[EIC’EGFS
= Digits and Non alphanumeric characters (1$%&=+@# - )

If you did not request a password reset please contact the System Administrator immediately.

Kind regards,
TRVST Support Team

This is an automated message - please do not reply directly to this email.

< < Reply > <r—> Forward >
x REPLY Copyright © Solidsoft Reply 2023 Environment : ITE Build Number : 2.0.22333.1 Release : R2
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Forgotten Password (3)

& English~

TRVST

Traceability & Verification System
for Health Products

When the user has clicked on the link in
the password reset email . Then the user

is redirected to the Reset Password —

Traceability & Verification System

for Health Products

Home > Users > Forgot Password

Reset Your Password

* Email

* New Password

* Confirm Password

screen on the dashboard.

* Once the user has setup their new
password and confirmed then a message
is displayed indicating the password has
been successfully reset and the user ca
log into TRVST Dashboard and/or Track

& Trace Portal.

@ English~ Traceability & Verification System
for Health Products
TRVSI_ Home > Users > Forgot Password
Traceability & Verification Syster Your password has been successfully reset. Follow the link and use your details to sign into the Traceability & Verification System Portal.
for Health Produc

Login to the Traceability & Verification System Portal

2" REPLY Copyright ® Solidsoft Reply 2023 Environment : ITE Build Number : 2.0.22333.1 Release : R2
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Help Desk & Support




Service Desk Services

" 24/7 telephone answering

4 L4

|

" 24/7Email logging  ye

" 24/7 Web Portal & Mobile App access >

|
RECOMMENDED

" Incident Logging
" Knowledgebase and FAQ documents

For discussion only — do not circ © 2023 TRVST. Allrights reserved including the TRVST logo 117




Logging An Incident Via Phone

To log an incident or request via
phone just phone the Solidsoft
Reply Service Desk on:

+44 1256 807233
A Solidsoft Reply Service Desk Agent will answer the A Solidsoft Reply Service Desk Agent will
phone and take your details including: provide the user with:

Tickets ( #INC-2481

0 Problem with Server

Matthew Sargeant reported a few seconds ago

| am having a problem with my server

& Child Tickets [ Tasks & Assets X Activ

_I-RVSI- For discussion only — do not circulate. © 2023 TRVST. Allrights reserved including the TRVST logo



Logging An Incident Via Email
To log an incident or request via email

Solidsoft Reply Service Desk

just send an email to the Solidsoft Reply

Problem with Server

- Service Desk at: Re: Ticket Updated - INC-2480 - Problem with Server inbox x
ello,
I'have a problem with my machine. Solidsoft Service Desk via freshservice.com
Below is a screenshot y tome [~
TRVST.support@reply.com .
TIMESTAMP DESCRIPTION Hi Matthew
18/10,09:18 @ There aren't any known Azure platform problems affecting this virtual Ref INC-2480
: machine
B ° - . Ticket Created INC-2480 - Problem with Server inbox = We are currently investigating the problem.
, Your virtual machine is unavailable
B Solidsoft Rpply Service Desk via freshservice com You can view progress of this ticket via: hitps://solidsoft freshservice com/helpdeskftickets/2480
Thank you
Matt Dgér Matthew, Regards
We would like to acknowledge that we have received your email below, and a ticket has been created (INC-2480). Solidsoft Suppon‘.
m A @ ) E co @ Saved i A support representative will be reviewing your request and will send you a personal response, in line with your contractual service level agreement Solidsoft Reply
- Grove House, Lutyens Close, Chineham Court

Basingstoke, Hampshire RG24 BAG - UK

Hello,
phone: +44 (011258 375715

I have a problem with my machine solidsoft support@reoly eu
Below is a screenshot . reply.eu

TIMESTAMP DESCRIFTION

INC-2480

- ) There arertany known Azure pltionm problems affecig this vrtua

R EEES Any updates within the Service
Thank you

0o Desk system will send the user
A n a uto m ate d e m a I | WI I I b e To view the status of the ticket or add comments, please visit https://solidsoft. freshservice com/helpdeskitickets2480 y

sent back to the user with the an email — providing the

. ) update and ticket reference
details of the ticket logged and ~ wocen P

number
reference number st omaius
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Logging An Incident Via Web Portal

% REPLY Solidsoft Reply Support

SOLIDSOFT

To log an incident or request via the web portal

connect to the Solidsoft Reply Service Desk system
at:
https://solidsoft.freshservice.com/support/home

Signup for your Solidsoft Reply Support account

First Name *

Last Name

Click “Sign Up” to create an account.
Email * &<
Complete form. ~
I'm not a robot
You will receive a link via emailto ==
set your password.

-% REPLY Solidsoft Reply Support

SOLIDSOFT

HOME SOLUTIONS TICKETS SERVICE CATALOG D e New Ticket

* Log a new ticket.
* View all tickets you have previously logged.

=2y * View Knowledge Articles and Frequently
Asked Questions.

Browse Solutions

@ Announcements Viewall

Your Tickets Repor‘t an Incident Request New Service

r tickets, responses & activities Raise cident with y«
team

Find the answers to your queries in our
exhaustive solutions

© 2023 TRVST. Allrights reserved including the TRVST logo
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Logging An Incident Via Web Portal

Submit a ticket

Search a requester = | Emal When you log a new ticket via
the web portal you will be asked
to complete this form.

Client Reference

Subject *

Description # B I U == A co
UNICEF TRVST
As a guide for choosing the priority please follow the below.

& Attach a fle P1 — Major System Outage — The whole system is not functioning

F—— — Major System Function Fault — Such as an inability to verify at all during scanning
System Impacted * N
’ ) P3 —Single User Issue — An individual pack not scanning or inability to login to the system
Priority * _ P4 — A request such as a new user

R

P1 - Major System Outage

P2 - Major System Function Fault

Once you have submitted the new ticket the system will display

P3 - Single User Issue

P4 - Request the ticket with a ticket reference number.

Submit Cancel

An email will automatically be sent to your email address with
these details too.
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Logging An Incident Via Mobile App

-~ 8 Connect to the Google Play Store or = Tickets Q A
Apple App Store and search for

All Tickets »

The initial screen
Freshservice Service Desk . . & INC 2489 This ticket has been Closec h W n i k
o Aop (This is our ITSM platform) shows any tickets you

laptop failure

B peors currently have open

& INC 2487 This ticket has been Closed
Laptop Problem

by Matthew Sargeant

2. @freshservice

€ INC 2481 This ticket has been Closed

Set the Helpdesk URL to Problem with Server

Helpdesk URL

Solidsoft.freshservice.com
solidsoft.freshservice.com @
Report Incident
O freshservice ) . . i
3. Login using your account email ——— ITO Ioi a lngv;itlc!«.et
- and password select the ‘Tickets’ icon
(you would have needed to complete sign up and then Report
via the web portal before access via mobile Incident
app) N = , S =
To-Do Tickets Changes Assets More

Forgot password?
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Service Desk Response To Web Portal / Mobile App

#INC-2487 Laptop Problem

° Matthew Sargeant onlaeno pfed hodinou

Hello,
I have a problem with my laptop.

Thank you

@ Solidsoft Service Desk fzki pied pér viefinam

Hi Matthew

Ref: INC-2487

‘We will send someone to work with you on this problem

You can view progress of this ticket via: hitps://solidsoft.freshservice.com/helpdesk/tickets/2487
Regards

Solidsoft Support

Salidsoft Reply
Grove House, Lutyens Close. Chineham Court
Basingstoke, Hampshire RG24 8AG - UK
phone: +44 (0)1258 376715

solidsoft suppart@reply.eu

wrenwreply ey

TRVST

Any updates within the Service Desk
system will immediately be available to
view within the web portal and mobile

app.

If you have notifications set then you will
receive a notification of updates to this
ticket

For discussion only —do not circul

& INC-2489 /

laptop failure

This ticket has been Closed

Matthew Sargeant
October 18
my laptop is not working
Solidsoft Service Desk
Replied on October 18
show details

Hi Matthew

Ref: INC-2489

Thank you. We are investigating this problem.

You can view progress of this ticket via:
https://solidsoft.freshservice.com/helpdesk/tickets/2489

Regards

Solidsoft Support

© 2023 TRVST. Allrights reserved including the TRVST logo



Ticket Resolution

Dear Matthew,

Our Support Agent has indicated that INC-251 for Problem with Application has been resolved. —— Re SO I u t| on E ma | I

If you believe that the ticket has not been resolved, please reply to this email to automatically reopen the ticket.
If there is no response from you, we will assume that the ticket has been resolved and the ticket will be automatically closed after 48 hours.

Sincerely,

Solidsoft Support

Solidsoft Reply

Grove House, Lutyens Close, Chineham Court
Basingstoke, Hampshire RG24 8AG - UK
phone: +44 (0)1256 375715

solidsoft support@reply.eu

www.reply.eu
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Security Breach




Security and Data Breaches

- Any actual or high probability security or personal data breach should be reported to the Solidsoft
Reply Service Desk where:
 This relates to a vulnerability within the TRVST system or mobile app

- This could impact the security of the TRVST system/mobile app or expose the data within it

- The following information should be provided
- As many known facts as possible relating to the (actual or potential) breach

- The potential effects of the breach (if known)
- Any remedial action that has been taken or is planned

- The information should be provided by raising an incident with through the Service Desk and giving it
an appropriate priority (P1 if considered a high priority incident)

Details of how to raise incidents is covered in the Service Desk section.

- Solidsoft Reply will follow their internal security incident management process and may request
further information or involvement from the reporting party or other stakeholders. For high priority
Incidents, regular updates will be provided by email.
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Training Summary

From completing the training you will know:-

Overview of TRVST

* Background to the Verification and Traceability Initiative (VTI).
* The components which make up TRVST.

* Different verification modalities.

Data Visibility & Access

+ Access to data is managed through set of system roles.

* Country authorities may see data generated by users in their verification sites, but not information from
other countries.

Verification via Mobile Verification App
* How to interpret response messages in conjunction with the Verification scenarios.
* How to install and enter persona data
* How to use the Mobile Phone App to:
* scan to verify a product in both online and offline modes
* view log of scanned items.
* scan Patient Leaflet.
* How to change the preferred language setting.
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Training Summary

From completing the training you will know:-

Dashboard Verification Management
* How to access the dashboards
*  Maps & Charts facility allows you to view details of successful verifications, failed verifications and

suspect activity.
* User can use the map to see aggregate totals and scroll in to individual scans to view details.

* Filter criteria can also be applied to further restrict data.

* As well as viewing Failure alerts and suspect activity on the Dashboard the status can be changed and
the alerts annotated with notes.

Dashboard Reports
* How to request a report and download the output.
* The different reports available to Country Authorities.
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